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Abstract
An effective response to cyber crises is determined not only by having forces and resources ade-
quate to such a threat, but having appropriate regulations in this regard are also important. The 
European Union has not yet developed common standards to deal with the threats that cause 
such crises, instead leaving crisis management in the event of such crises situations caused by 
cyber-attacks firmly to national legislation.
Commission Recommendation (EU) 2021/1086 of 23 June 2021 on the Establishment of a 
Common Cyberspace Unit (OJ EU L 237, p. 1) states that Member States and relevant EU 
institutions, bodies and agencies should ensure a coordinated EU response to, and recovery 
from, large-scale cyber incidents and crises. In this situation, it is necessary to swiftly and ef-
fectively mobilise operational resources for mutual assistance. In order to provide an effective 
coordinated response to cyber crises, relevant actors should be able to share best practices and 
ensure necessary preparedness. Their operation should take into account existing processes 
and the expertise of the different cybersecurity communities.
In turn, according to Commission Recommendation (EU) 2017/1584 of 13 September 2017 
on the Coordinated Response to Large-Scale Cybersecurity Incidents and Crises (OJ EU L 
239, p. 36), Member States and EU institutions should establish an EU Cybersecurity Cri-
sis Response Framework integrating the objectives and modalities of cooperation. The EU 
Cybersecurity Crisis Response Framework should, in particular, identify the relevant actors, 
EU institutions and Member State authorities, at all necessary levels – technical, operational, 
strategic – and develop standard operating procedures that define the way in which these co-
operate within the context of EU crisis management mechanisms. Emphasis should be placed 
on enabling the exchange of information without undue delay and coordinating the response 
during large-scale cybersecurity incidents and crises.
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1. Introduction

Cyber threats can lead to all sorts of adverse phenomena, including cri-
ses, especially if cyber-attacks target communication and information systems 
designed to achieve the state’s strategic objectives, including those related to 
ensuring the continuity of critical infrastructure. Threats in cyberspace can 
lead to crisis situations, especially since public institutions and private entities 
are largely digitised and the communication and information systems they 
use are not always properly secured.

The Polish legislators in Article 2 of the Act of 26 April 2007 on Crisis Ma-
nagement (consolidated text: Journal of Laws of 2022, item 261, as amended 
– hereinafter: the ACM) defines crisis management as the activities of public 
administration authorities which are part of State security management, and 
which consist in the prevention of crisis situations, the preparation to control 
such crisis situations as part of planned activities, response in the event of 
the occurrence of a crisis situation, the elimination of their consequences, 
and the restoration of resources and critical infrastructure. Based on the legal 
definition of crisis management, it is possible to distinguish four phases of 
crisis management: prevention, preparation, response and recovery (Czuryk, 
Dunaj, Karpiuk, Prokop 2016, p. 21). The term comprises the activities of pu-
blic administration authorities that involve responding to a threat resulting in 
the emergence of a crisis situation (or the possibility thereof). The preventive 
aspects of such activities are extremely important, allowing the prevention of 
the emergence of such situations.

A crisis situation, as defined in Article 3(1) of the ACM, is a situation that 
has a negative impact on the level of security of the population, can cause 
significant damages to property or the natural environment, and results in 
substantial limitations of the activities performed by public administration 
authorities due to inadequate forces and resources. The legislators do not list 
the prerequisites that can lead to such a situation, so it should be assumed 
that it can be triggered by any threat that significantly affects the level of se-
curity. Such situations can therefore also emerge due to cyber threats. Accor-
dingly, the role of the authorities responsible for crisis management is also to 
act to ensure cybersecurity, to the extent that threats in cyberspace may result 
in the emergence of a crisis situation.

As defined in Article 2(4) of the Act of 5 July 2018 on the National Cyber-
security System (Journal of Laws of 2020, item 1369, as amended – hereinaf-
ter: the NCSA) cybersecurity means the resilience of information systems 
to any action that compromises the confidentiality, integrity, availability and 
authenticity of the data processed or of the related services offered by those 
systems. And an information system is a communication and information sy-
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stem and the electronic data processed in it. A communication and informa-
tion system is defined in Article 3(3) of the Act of 17 February 2005 on the 
Computerisation of the Operations of the Entities Performing Public Tasks 
(Journal of Laws of 2021, item 2070 as amended) as a set of cooperating IT 
hardware and software, providing the possibility to process and store, as well 
as send and receive, data via ICT networks with the use of an end device 
suitable for a given network type. The concept of cybersecurity involves the 
protection of resources (data, information, i.e. digital content), the protec-
tion of communication and information systems and networks, devices, as 
well as the protection of content transmission over the network (Chałubinska-
Jentkiewicz 2019, p. 20)

The managing authorities are also part of the National Cybersecurity Sy-
stem, the objective of which, pursuant to Article 3 of the NCSA, is to ensure 
cybersecurity at a national level, including the uninterrupted provision of 
essential services and digital services by achieving an appropriate level of se-
curity of the information systems used to provide these services and ensuring 
the handling of incidents.

According to Commission Recommendation (EU) 2021/1086 of 23 June 
2021 on the Establishment of a Common Cyberspace Unit (OJ EU L 237, 
p. 1), faced with the cross-border nature of cybersecurity threats and the 
continuous surge of more complex, pervasive and targeted attacks, relevant 
cybersecurity institutions and actors should increase their ability to respond 
to such threats and attacks by harnessing existing resources and better coor-
dinating efforts. All relevant actors in the EU need to be prepared to respond 
collectively and exchange information in such scope. The purpose of this 
Recommendation is to identify the actions necessary to coordinate EU efforts 
to prevent, detect, discourage, deter, mitigate and respond to large-scale cyber 
incidents and crises. Member States and relevant EU institutions, bodies and 
agencies should ensure that, in cases of large-scale cybersecurity incidents 
and crises, they coordinate their efforts through a Joint Cyber Unit which 
enables mutual assistance through expertise from Member State authorities 
and relevant EU institutions, bodies and agencies.

2. Critical infrastructure protection against cybersecurity 
threats

The objective of the crisis management system is to protect critical in-
frastructures from the threats that have an impact on their operation. The 
operation of critical infrastructures can be disrupted by threats occurring in 
cyberspace, so the protection must take into account the principles of cyber-
security allowing them to operate properly, and so not only the anticipation 
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and elimination of obstacles, but also the elimination of any damage caused 
by unwanted incidents.

(National) critical infrastructure should be construed as systems and their 
functionally related facilities, including civil structures, equipment, installa-
tions, services essential to the security of the state and its citizens required to 
ensure the smooth functioning of public administration authorities, as well 
as institutions and entrepreneurs. This definition is given in Article 3(2) of 
the ACM, also indicating that it includes the following systems: 1) the supply 
of energy, energy-producing raw materials and fuels; 2) communications sy-
stems; 3) ICT networks; 4) financial systems; 5) food supply; 6) water supply; 
7) health care systems; 8) transport systems; 9) rescue systems; 10) systems 
ensuring the continuity of public administration; 11) manufacturing, wa-
rehousing, storage and the use of chemical and radioactive substances, inclu-
ding pipelines for dangerous substances. A critical infrastructure will have a 
European dimension if its disruption or destruction would have a significant 
impact on at least two European Union member states.

In Article 3(3) of the ACM the legislators also defined critical infrastruc-
ture protection, defined as all activities aimed at ensuring the functionality, 
continuity and integrity of critical infrastructures in order to deter threats, 
risks or vulnerabilities, as well as to limit and neutralise their effects and to 
ensure their rapid restoration in case of breakdowns, attacks or other events 
which disrupt their proper functioning. Therefore, critical infrastructure 
protection comprises a preventive aspect (anticipating threats and providing 
protection against them), a current aspect (combating threats), and a follow-
up aspect (removing the effects of threats). All these stages of critical infra-
structure protection are very important from the perspective of effective crisis 
management, including cases of threats occurring in cyberspace.

An important planning document covering critical infrastructure protec-
tion is the National Critical Infrastructure Protection Programme established 
by the Council of Ministers in the form of a resolution. It clearly provides that 
the critical infrastructure protection system should apply to all types of identi-
fied threats – natural, intentional or technical – and be prepared to restore the 
functions performed by the infrastructure as quickly as possible. In addition, 
the system should be comprehensive and flexible, as well as easy for those 
responsible for protecting critical infrastructure to apply and to understand 
its mechanisms. Critical infrastructure protection is carried out, among other 
things, through the provision of ICT security, which is seen as a set of orga-
nisational and technical measures aimed at minimising the risk of disrupting 
the functioning of this infrastructure following any unauthorised impact on 
communication and information systems. Pursuant to § 7 of the Regulation 
of the Council of Ministers of 30 April 2010 on the National Critical In-



 CRISIS MANAGEMENT VS. CYBER THREATS 117

frastructure Protection Programme (Journal of Laws of 2010 No. 83, item 
541), the conditions for improving critical infrastructure security are created 
through: 1) the implementation of the designated priorities and objectives 
of the programme; 2) ensuring conditions for improving the protection and 
continuity of critical infrastructure; 3) preparation for crisis situations that 
may result from or adversely affect the disruption of critical infrastructure; 
4) the preparation for responding in situations of the destruction or disrup-
tion of critical infrastructure; 5) ensuring conditions for critical infrastructure 
reconstruction; 6) compliance with the standards and requirements of the 
programme; 7) cooperation in implementing the programme. 

The National Critical Infrastructure Protection Programme is an element 
of planned activities performed by public administration in the area of secu-
rity, which also involves cyber threats. Public administration authorities are 
required to draw up various types of plans, strategies, or programmes. Further-
more, in their planning documents they sometimes have to take into account 
cybersecurity as an important element to ensure efficient performance of the 
public tasks that need to be protected against cyber threats. Planning, inclu-
ding planning for cyberspace, makes it possible to take coordinated action 
allowing for the proper, timely and harmonious implementation of the objec-
tives set for public administration in an organised and continuous manner, 
especially with the involvement of many entities (Karpiuk 2021, p. 47).

In Article 6(1) of the ACM, the legislators generally define critical in-
frastructure protection tasks, indicating that they include: 1) the collection 
and processing of information concerning threats to critical infrastructure; 2) 
the development and implementation of procedures in the event of threats 
to critical infrastructure; 4) the reconstruction of critical infrastructure; 5) 
collaboration between public administration and owners, owner-like posses-
sors and lessees of critical infrastructure facilities, installations or devices in 
respect of their protection. Threats to critical infrastructure can vary in nature 
and affect it in different ways. Particularly dangerous are attacks on communi-
cation and information systems, including those used for fundamental tasks, 
whether in terms of the stability of the economy or the normal operation of 
the state, especially since the critical infrastructure serving these purposes is 
largely automated and thus vulnerable to cyber-attacks.

Owners, autonomous possessors and dependent possessors of critical infra-
structure facilities, installations or equipment are obliged to protect them, in 
particular by preparing and implementing, adequately to the foreseen threats, 
critical infrastructure protection plans and by maintaining their own backup 
systems ensuring security and sustaining the functioning of this infrastruc-
ture until its complete restoration. If at the same time they are operators of 
essential services, they include in their critical infrastructure protection plans 
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documentation concerning cybersecurity of the information systems used to 
provide essential services. This obligation is imposed by Article 6 (5-5a) of 
the ACM. Therefore, in this instance, the cybersecurity elements must be 
mandatorily taken into account when drawing up critical infrastructure pro-
tection plans.

A critical infrastructure protection plan drawn up by its operator, pursuant 
to § 2 of the Regulation of the Council of Ministers of 30 April 2010 on Cri-
tical Infrastructure Protection Plans (Journal of Laws of 2010 No. 83, item 
542), should include: 1) general data: a) including the name and location of 
any critical infrastructure, b) allowing the identification of the operators of 
critical infrastructure, including names, addresses and registered offices, c) 
allowing the identification of the entities that manage the company on behalf 
of the operator of critical infrastructures, including names, addresses and re-
gistered offices, d) including, to the extent necessary for the implementation 
of crisis management tasks, the business data of the owners, autonomous pos-
sessors and dependent possessors of facilities, installations or equipment of 
critical infrastructure responsible for maintaining contacts with entities com-
petent for the protection of critical infrastructure, e) including the name of 
the person drawing up the plan; 2) critical infrastructure data including: (a) 
characteristics and basic technical parameters, (b) a plan (map) showing the 
location of facilities, installations or the system, (c) functional connections 
to other facilities, installations, equipment or services; 3) characteristics of: 
(a) threats to critical infrastructure and an assessment of the risk of their oc-
currence, together with anticipated scenarios for the development of events, 
(b) the dependence of critical infrastructure on other critical infrastructure 
systems and the possibility of disruption as a result of disruptions in other cri-
tical infrastructure systems, (c) their own resources that can be used to protect 
critical infrastructure, (d) resources of territorially competent authorities that 
can be used to protect critical infrastructure; 4) essential options: (a) to act in 
a situation of threat or disruption to the operation of critical infrastructure, 
(b) to ensure continued operation of critical infrastructure, (c) to reconstruct 
critical infrastructure; 5) principles of cooperation with locally competent: 
(a) crisis management centres, (b) public administration authorities.

3. Essential services vs. cyber threats

Essential services are of major importance for crisis management. The 
NCSA imposes a number of cybersecurity protection obligations on owners, 
autonomous possessors and dependent possessors of critical infrastructure 
facilities, installations or equipment that are operators of essential services. 
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They are provided in the energy, transportation, banking, health care, water 
supply, or digital infrastructure sectors.

An essential service is defined in Article 2(16) of the NCSA as a service 
that is essential for the maintenance of critical societal and/or economic acti-
vities, as included in the list of essential services.

The authority competent for cybersecurity shall issue a decision recogni-
sing the entity as an operator of essential services if: 1) the entity provides 
an essential service; 2) the provision of this service depends on information 
systems; 3) an incident would have significant disruptive effects on the provi-
sion of essential services by that operator. The above-mentioned prerequisites, 
which make it possible to decide whether a given entity should be recognised 
as an operator of essential services, are set forth in Article 5(2) of the NCSA. 
The above-mentioned prerequisites must be met together, which means that 
the absence of any one of them prevents a public administration authority 
from issuing an identification decision. The legislators do not specify whether 
the authority initiates the procedure for recognising an entity as an operator 
of essential service ex officio or upon the request of the party, so it should be 
assumed that both forms are permissible.

For the entity that no longer meets the requirements for recognising it as 
an operator of an essential service, the competent authority for cybersecurity, 
pursuant to Article 5(6) of the NCSA, shall issue a decision declaring an expi-
ration of the decision under which it was recognised as an operator of essen-
tial services. Derogation from legal circulation of such a defective decision is 
the duty of the relevant authority.

The legislators impose on operators of essential services additional obli-
gations connected with ensuring cybersecurity. They are required, under 
Article 8 of the NCSA, to implement a security management system in the 
information system used in the provision of essential services. The system 
aims to ensure: 1) regular incident-risk assessment and risk management, 2) 
the implementation of the appropriate technical and organisational measu-
res proportionate to the assessed risk, taking into account the latest state of 
the art measures, including (a) the maintenance and safe operation of the 
information system, (b) security and the continued provision of the servi-
ces on which the provision of the essential service is dependent, (c) the de-
ployment, record-keeping, and maintenance of action plans which allow the 
continuous and uninterrupted provision of the essential service, and ensure 
the confidentiality, integrity, availability, and authenticity of information, (d) 
the implementation of a continuous monitoring system to supervise the in-
formation system used to provide the essential service, 3) the collecting of in-
formation on cybersecurity threats and the vulnerabilities of the information 
system used to provide the essential service, 4) incident management, 5) the 
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applying of measures to minimise the impact of incidents on the security of 
the information system used to provide the essential service. In this regard it 
is necessary to keep the software up to date, apply security measures against 
unauthorised modification in the information system and take immediate 
action upon identifying a vulnerability or a cybersecurity threat, 6) using the 
means of communication which facilitate accurate and safe communication 
within the national cybersecurity system. Security of the information systems 
used to provide essential services is an important aspect of crisis manage-
ment, the purpose of which is to neutralise phenomena that adversely affects 
the level of security, causes significant restrictions in the operation of specific 
public administration authorities or events that have, or may have, an adverse 
impact on cybersecurity.

Article 9 of the NCSA imposes an obligation to: 1) designate a person 
responsible for communicating with entities in the National Cybersecurity 
System, 2) provides essential-service users with access to knowledge which 
allows them to understand cybersecurity threats and to employ effective pre-
cautions against such threats as required in relation to the essential services 
provided, in particular by publishing relevant information on an operator’s 
website, 3) inform the authority competent for cybersecurity about which 
EU member states the entity has been recognised as an operator of essential 
services in, and the date of termination of the provision of the essential servi-
ce, no later than within three months of changing the data. This obligation is 
imposed on operators of essential services.

If an operator of essential services is at the same time the owner, autono-
mous possessor or dependent possessor of facilities, installation, equipment or 
services being part of a critical infrastructure, which has an approved critical 
infrastructure protection plan that includes cybersecurity documentation of 
the information system used to provide the essential service, he is not requi-
red to develop it once again. He is released from this obligation under Article 
10(4) of the NCSA. However, he is required to apply it and keep it up to date, 
as well as establish supervision over it.

As provided for in Article 11 of the NCSA, operators of essential services 
are also obliged to: 1) ensure incident handling, 2) provide access to infor-
mation on recorded incidents to the relevant Computer Security Incident 
Response Team CSIRT MON, CSIRT NASK, or CSIRT GOV, insofar as 
necessary for the performance of its tasks, 3) classify a given incident as se-
rious based on the thresholds for considering a given incident as serious (the-
se thresholds are set out in the Regulation of the Council of Ministers of 
31 October 2018 on Serious Incidents Thresholds, Journal of Laws of 2018, 
item 2180), 4) promptly report any serious incident, not later than within 24 
hours from its detection, to the relevant CSIRT MON, CSIRT NASK, or 
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CSIRT GOV, 5) cooperate with the relevant CSIRT MON, CSIRT NASK, 
or CSIRT GOV during the handling of a serious and critical incident by pro-
viding the required data, including personal data, 6) remedy vulnerabilities 
that have led, or could have led, to a serious incident, a significant incident 
or a critical incident, and inform the authority competent for cybersecurity 
of their remediation.

Operators of essential services are required to ensure that a security audit 
of the information system used for the purpose of the provision of essential 
services is conducted at least once every two years. This obligation is provi-
ded for in Article 15(1) of the NCSA. The role of the audit is to evaluate the 
examined areas and inform about the effectiveness of the processes taking 
place, which were designed to help a specific entity achieve its planned stra-
tegic goals (Romaniuk 2022, p. 200). Neither the entire activity of operators 
of essential services, nor the facilities, installations, or equipment of critical 
infrastructure, but the information system used to provide essential services, 
are subject to auditing. 

4. Conclusions

Cybersecurity is a specialised security department that aims to protect in-
formation systems against threats (Czuryk 2019, p. 42). Information systems 
are widely used not only by private actors (including entrepreneurs), but also 
by public authorities, and serve not only for faster communication (including 
over long distances), but also for the performance of tasks, including those 
of fundamental importance to the state and its institutions. They are there-
fore important to the normal operation of the state, and consequently must 
be protected to eliminate cyber-attacks that disrupt their functioning. This 
normal operation of the state also ensures the proper operation of critical 
infrastructures which are vulnerable to cyber-attacks.

Cybersecurity threats may lead to a crisis situation, so it will be necessa-
ry to initiate actions appropriate to crisis management, which may, among 
others, result in restrictions on civil liberties.

Disruptions to information and communications systems and networks 
are highlighted in the National Crisis Management Plan, by indicating that 
they are caused by, among others, cyber threats that includes both intentional 
actions (attacks, sabotage) with the use of and against information systems, 
as well as unintentional actions (failures, errors). They are among the most 
disruptive (in terms of damage) incidents hitting modern society, critical in-
frastructures and essential services. Cybersecurity incidents are becoming 
more common because: 1) generally available tools and devices are sufficient 
enough to carry out an attack in cyberspace; 2) cyberspace does not have spe-
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cific control barriers; 3) the probability of finding vulnerabilities is relatively 
high; the targets of intentional actions are very diverse – computer networks 
are at risk, as well as government computers, banking and private enterprise 
systems, and home users; 4) due to the widespread use of information systems 
and their diversity, failures and errors become more and more likely. Accor-
ding to the National Crisis Management Plan, communication and informa-
tion systems and networks are disrupted due to: 1) human factors, where we 
are dealing with ignorance or the disregard of regulations and procedures; 
2) computer sabotage, organisational error, human error, a lack of supervi-
sion; 3) the modification of systems and data; 4) technical or programming 
errors (application vulnerability); 5) failure, sabotage, damage or the theft of 
transmission elements; 6) a lack of control of the hardware and software sup-
ply chain; 7) a lack of developed, implemented and applied security policies 
and procedures; 8) a lack of implemented and tested safeguards adequate 
to identify threats; 9) a lack of regularity in updating security systems; 10) 
a lack of regularly conducted security tests of IT infrastructure; 11) IT staff 
shortages; 12) a lack of, or a low level of, training on cyber threats and infor-
mation security. These disruptions can occur in government institutions and 
offices, in government administration, or in local government. Disruptions to 
communication and information systems and networks also occurs amongst 
entrepreneurs, including those that are operators of critical infrastructure or 
essential services.

Ensuring cybersecurity requires international cooperation for the protec-
tion of cyberspace. Developing a unified security system should guarantee a 
high level of protection in all cooperating states (Chałubinska-Jentkiewicz, 
Karpiuk, Kostrubiec 2021, p. 72). This international cooperation should also 
take into account the protection of critical infrastructure, when this infra-
structure also serves for the provision of essential services that depend on 
information systems.

 According to Commission Recommendation (EU) 2017/1584 of 13 

September 2017 on the Coordinated Response to Large-Scale Cyber Inci-
dents and Crises (OJEU L 239, p. 36), the use of, and dependence on, infor-
mation and communication technologies have become fundamental aspects 
in all sectors of economic activity as companies and citizens are more in-
terconnected and interdependent across more sectors and borders than ever 
before. A cybersecurity incident affecting organisations in more than one 
Member State, or even the entire Union, with potential serious disruptions to 
the internal market or more broadly to the network and information systems 
on which the Union economy, democracy and society rely is a scenario that 
Member States and EU institutions have to be well-prepared for. A cyberse-
curity incident may be considered a crisis at Union level when the disruption 
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caused by the incident is too extensive for a concerned Member State to 
handle on its own or when it affects two or more Member States with such 
a wide-ranging impact of technical or political significance that it requires 
timely coordination and response at the Union political level. Cybersecurity 
incidents can trigger a broader crisis, impacting sectors of activity beyond net-
work and information systems and communication networks. Any appropria-
te response must rely upon both cyber and non-cyber mitigation activities.
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ne, Cybersecurity and Law, 2, pp. 7-23.
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