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Anti-establishment: demand and supply
Daniele Maria Barone
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geopolitics, his research interests are cyber-jihad, terrorism financing, and terrorist organizations’ communication strategies.

Abstract
In audience-driven contexts, believing passionately in a set of values or a cause is an asset.
In borderline cases, this emotional context can facilitate, deliberately or not, the adoption of
single-minded visions for solving problems and changing society, leveraging on uncertainty
instead of focusing on objective criteria, promoting the categorization of social groups through
the paradigm of “us and them”.
This highly emotional narrative has proven to be a versatile vector for extremist discourse, able
to overlap the ideological aspect and connect divergent views.
The adaptive features of this rhetoric allowed its pervasiveness from violent extremist circles to
opaque communication contexts, becoming a transversal boundary-spanning tool for different
social segments. Thus, the propagation of a communication phenomenon, rooted in social
structural changes as globalization, educational and cultural divisions, increased polarization
between prosperous and less developed regions, tech giants self-regulation, political or religious dissatisfaction.
With these premises, this paper is aimed at analyzing how polarized rhetorics, adapting to an
ever-evolving social set of values, can insinuate in some non-extremist contexts and understand
how their exploitation by various actors can incentivize the spread of anti-establishment views
or beliefs.
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Anti-establishment, disinformation, conspiracy theories, extremism

132

DANIELE MARIA BARONE

1. Introduction
When considered in absolute terms, complex issues as immigration, health
care, military interventions, and education need subtlety, reasoned argument,
probabilistic evidence, and tested theory or fact to be efficiently tackled.
Nevertheless, when related to public persuasion, this approach could be
merged with other factors in order to reach, for instance, political and marketing goals or, in borderline cases, to spread subversive or extremist propaganda.
Indeed, in audience-driven contexts, believing passionately in a set of values or a cause can be an asset and, this emotional context can facilitate,
deliberately or not, the adoption of single-minded visions for solving problems and changing society1, leveraging on uncertainty instead of focusing
on objective criteria2.
In this regard, violent or non-violent extremist groups, besides their ideology, have masterly managed these highly emotional communication methods. As for Covid-19, framed by Islamist, right-wing and left-wing extremist
circles as confirmation of their existing beliefs of societal collapse3. The fringe
fluidity4 displayed during the pandemic has highlighted how extremist individuals can share same radical utopian, totalitarian, anti-democratic, and
anti-moderate ideas5, widening communication interceptions with potential
activists through a multiplicity of subjects6. The more the number and types
of these touch- points with sympathizers are increasing, the more the distances among different extremist narratives are narrowing, converging in the paradigm “us and them”7.
Indeed, as widely reported8, social segmentation through in-group/outgroup has proven to be a versatile vector for extremist discourse able to over1
A. Gutmann (2007) The Lure & Dangers of Extremist Rhetoric. Daedalus (The Journal of the
American Academy of Arts and Sciences.
2
P.H. Pollock, S.A. Lilie, M.E. Vittes (January 1993) Hard Issues, Core Values and Vertical
Constraint: The Case of Nuclear Power. British Journal of Political Science Volume 23, Issue
1. Cambridge University Press.
3
E. Visontay (Feb 2021) Far right ‘exploiting’ anger at lockdowns to radicalise wellness community, police say. The Guardian. https://www.theguardian.com/australia-news/2021/feb/25/
far-right-exploiting-anger-at-lockdowns-to-radicalise-wellness-community-police-say.
4
D. Gartenstein-Ross, M. Blackman (2018) Fluidity of the Fringes: Prior Extremist Involvement as a Radicalization Pathway. Studies in Conflict and Terrorism. https://www.tandfonline.
com/doi/abs/10.1080/1057610X.2018.1531545?journalCode=uter20.
5
D. Pipes (2002) Militant Islam Reaches America. WW Norton & Co Inc.
6
G. Michael (2006) The Enemy of My Enemy: The Alarming Convergence of Militant Islam
and the Extreme Right. Lawrence: University of Kansas.
7
D. Staub (2010) About you. John Wiley & Sons.
8
D. Gartenstein-Ross, M. Blackman (2018) Fluidity of the Fringes: Prior Extremist Involvement as a Radicalization Pathway. Studies in Conflict and Terrorism. https://www.tandfonline.
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lap ideology9 and connect divergent views, showing how extremist groups
with conflicting ideologies can exploit conflating narratives and theories to
achieve their communication goals.
However, in the current communication environment, “us and them”
polarized rhetoric can also be a standalone marketing tool10. This highly
emotional narrative from violent extremist circles can be exploited in opaque
communication contexts11 becoming a boundary-spanning tool for different
social segments12.
With these premises, it is crucial to determine how polarized rhetorics,
adapting to an ever-evolving social set of values, can insinuate in legitimate
contexts. Then, understand how their exploitation can incentivize the spread
of anti-establishment views or beliefs.

2. A market for extremist narratives
Harvard Business School Professor, Gerald Zaltman, asserts that 95% of
what consumers think occurs in the unconscious mind13. In particular, Zaltman claims that metaphors14 can be used to communicate clearly and, more
importantly, shape how consumers think and feel15.
Metaphors, used to create symbols, have a precise role when branding
extremist or terrorist groups16. From this perspective, O’Shaughnessy and Baines17 described the language of symbolic actions that characterizes terrorism
com/doi/abs/10.1080/1057610X.2018.1531545?journalCode=uter20.
9
D.M. Barone (2020) One Ummah: l’e-jihad di al-Qaeda che parla ai non-musulmani. Centro
Studi internazionali. https://www.cesi-italia.org/articoli/1148/one-ummah-le-jihad-di-al-qaedache-parla-ai-non-musulmani.
10
L. Rosenbaum (Apr 2020) InfoWars Founder Alex Jones Must Stop Selling Fake Coronavirus Silver Cures, FDA Says. Forbes. https://www.forbes.com/sites/leahrosenbaum/2020/04/09/infowarsfounder-alex-jones-must-stop-selling-fake-coronavirus-silver-cures-fda-says/?sh=63844b58541a.
11
C. Guerin (Feb 2021) The Yoga World is Riddled with Anti-Vaxxers and QAnon Believers.
Institute for Strategic Dialogue. https://www.isdglobal.org/digital_dispatches/the-yoga-worldis-riddled-with-anti-vaxxers-and-qanon-believers/.
12
C.P. Pfeiffer (August 2021) The curse of anxiety-pleasure: Terrorism, the media, and advertising in a two-sided market framework. Diskussionspapier, No. 121, Helmut-Schmidt-Universität – Universität der Bundeswehr Hamburg, Fächergruppe Volkswirtschaftslehre, Hamburg.
https://www.econstor.eu/bitstream/10419/71106/1/739826123.pdf.
13
G. Zaltman (2008) Marketing Metaphoria. Harvard Business School Pr.
14
G. Lakoff, M. Johnson (1980) Metaphors we live by. The University of Chicago Press.
15
Olson Zaltman Associates website https://www.olsonzaltman.com/deep-metaphors.
16
N.L. Wilson (October 2014) Branding Terrorism. Washington Institute. https://www.washingtoninstitute.org/policy-analysis/branding-terrorism.
17
N. O’Shaughnessy, P. Baines (June 2009) Selling terror: The symbolization and positioning
of Jihad. Marketing Theory, Volume 9, Number 2. https://www.researchgate.net/publica-
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activities as a triangle18 in which corners are Symbol, Item, and Meaning.
The connection between symbols and meanings depends on the cultural interpretation (not related to communication strategies but cultural heritage)
while, on the contrary, symbols are linked to items by an intended positioning
(the direct result of the projected communication). Then, the correlation
between item and meaning configures the “actual positioning”.
As an example of “actual positioning” awareness in terrorist propaganda,
as reported by Nathaniel L. Wilson19, Osama bin Laden, or one of his lieutenants, wrote a letter to consider changing the name of al-Qaeda. The letter
read that the label “reduces the feeling of Muslims that we belong to them,
and allows the enemies to claim deceptively that they are not at war with
Islam and Muslims, but they are at war with the organization of al-Qaeda,
which is an outside entity from the teachings of Islam.” These doubts showed concern about al-Qaeda’s brand, its ability to attract Islamic recruits, and
how the lack of clarity of al-Qaeda’s symbol could be exploited by the United
States and its allies.
This case, like many others, displays that terrorist groups must be aware
that traditional symmetrical and asymmetrical communication models are
antiquated and outdated. A trend that equally characterizes extremist environments as much as marketing contexts20.
Indeed, communication tends more and more to be governed by the
growing imposition of consumer-driven branding. As argued by Wipperfürth
to define “brand hijacking”: “marketing managers aren’t in charge anymore.
Consumers are”21.
In violent extremism, the metaphorical lens of ideology intervenes in this
process. It manages brand hijacking by leveraging on the human tendency of
dividing the world into “us and them”22, devaluating and dehumanizing those
in the out-group23.
Indeed, when conflicts are considered between two or more distinct social
categories or membership groups, this has implications for whether a person

tion/247756307_Selling_terror_The_symbolization_and_positioning_of_Jihad.
18
P. Baines, C. Fill, K. Page (2008) Marketing. Oxford University Press.
19
N.L. Wilson (October 2014) Branding Terrorism. Washington Institute. https://www.washingtoninstitute.org/policy-analysis/branding-terrorism.
20
B. Benton, D. Peterka-Benton (July 2019) Hating in plain sight: The hatejacking of brands
by extremist groups. Public Relations Inquiry, Volume 9 Issue 1. https://journals.sagepub.com/
doi/10.1177/2046147X19863838.
21
A. Wipperfürth (2006) Brand Hijack: Marketing Without Marketing. University of Michigan.
22
D. Staub (2010) About you. John Wiley & Sons.
23
P. Goswami (2017) Marketing Peace: Deconstructing ChristianMuslim Narratives of God,
Salvation and Terrorism. Cambridge Scholars Publishing.
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perceives stressors as threatening24. Furthermore, the in-group is increasingly
perceived as the source of solutions while the out-group is progressively seen
as the origin of the crisis25.
The concept of out-group and, more broadly, the concept of “other”, is
represented as opposed to “self.” Hence, designating a group or individuals as
“other” not only defines a particular group or individuals but also defines the
“self” as its antithesis26.
These social dynamics are strongly rooted in evocative symbols able to
arouse emotions, which are also relational in the sense that they indicate a
“towardness” or “awayness” to or from an object, nation, religion, or people.
This process can build identities, world-views, and their contestations27.
Besides the perceived rigor of terrorist groups’ ideologies, the way they
shape in-groups and out-groups is highly plastic28, embracing disparate issues
related or unrelated to violent concepts29.
In this respect, Daniel Koehler described how far-left extremist groups,
by unifying ideological components on forceful erasure of struggles between
socioeconomic classes, removal of any governmental structures, and violent
destruction of right-wing extremism can be perceived, by a certain audience,
as a highly egalitarian, anti-sexist, and emancipatory ideology30. This view

24

J.D. Wright (2015) A Social Identity and Social Power Perspective on Terrorism. Journal of
Terrorism Research. https://cvir.st-andrews.ac.uk/articles/10.15664/jtr.1184/.
25
J. Bellaiche (August 2021) Connecting the Fringes: Neo-Nazi Glorification of Salafi-Jihadi
Representations Online. Global Network on Extremism & Technology. https://gnet-research.
org/2021/08/24/connecting-the-fringes-neo-nazi-glorification-of-salafi-jihadi-representationsonline/.
26
N. Bakali (2019) Challenging Terrorism as a Form of “Otherness”: Exploring the Parallels
between Farright and Muslim Religious Extremism. Islamophobia Studies Journal, Volume 5,
Number 1. https://www.jstor.org/stable/10.13169/islastudj.5.1.0099#metadata_info_tab_contents.
27
M. Abdel-Fadil (March 2019) The Politics of Affect: the Glue of Religious and Identity Conflicts in Social Media. Journal of Religion, Media and Digital Culture. https://brill.com/view/
journals/rmdc/8/1/article-p11_11.xml?language=en.
28
J.M. Berger (2018) Extremism. The MIT Press Essential Knowledge series.
29
M. Criezis (2020) Intersections of Extremisms: White Nationalist/Salafi-Jihadi Propaganda
Overlaps and Essentialist Narratives about Muslims. Journal of Education in Muslim Societies
Volume 2, Number 1. https://www.jstor.org/stable/10.2979/jems.2.1.06.
30
D. Koehler (August 2021) “The Fighting Made Me Feel Alive:” Women’s Motivations
for Engaging in Left-wing Terrorism: A Thematic Analysis. Terrorism and Political Violence.
https://www.tandfonline.com/eprint/MWFACQI3TBBGFNWBK9TS/full?targ
et=10.1080/09546553.2021.1957847.
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embraces feminist goals as prominent agendas of militant left-wing groups,
reflecting in significantly higher percentages of women involvement31.
Another example can be found in the “blood and soil” ideology, which
dates to the earliest days of Nazi propaganda but nowadays is still frequently
used in Far-right rhetoric32. The slogan was firstly exploited to create a bond
with those with a long family history in Germany, defining them as key supporters of the state. Then, the phrase was widely used by the Nazis’ minister
of agriculture, Richard Walther Darré, to describe the German farmer as the
cornerstone of the state’s policy, instilling a deep sense of national and racial
pride in the poorer and agricultural populations33.
Through the years, from the perspective of terrorist organizations, the
importance of creating different touch-points with the relevant public, by
leveraging satellite thematics in respect to their ideological core, evolved as
a systematic communicative decentralization. This strategy still allows the
survival of groups despite the loss of their charismatic figures.
Indeed, terrorist groups, being clandestine, values-based organizations,
should strongly depend on the figure of a leader, consequently making leadership succession a difficult procedure34.
In particular, the strategic relevance of extremist leaders, according to
Michael Freeman, depends on whether they have an operational or inspirational role35. To circumvent the negative aspects of concentrating the whole
operational stability of a terrorist organization on one single leader, the clandestinity of terrorist groups imposed the abandonment of a strictly hierarchical organizational structure for decentralization, minimizing the impact of
leadership attacks36.

31

B.L. Smith (1994) Terrorism in America: Pipe Bombs and Pipe Dreams. State University of
New York Press. “Of 56 left-wing extremists and terrorists indicted in the United States between 1980 and 1981, 27% were female (compared to 7% in extreme right)”.
32
M. Wagner (August 2017) ‘Blood and soil’: Protesters chant Nazi slogan in Charlottesville.
CNN. https://edition.cnn.com/2017/08/12/us/charlottesville-unite-the-right-rally/index.html.
33
K.R. Swaney (2004) An Ideological War of ‘Blood and Soil’ and Its Effect on the Agricultural
Propaganda and Policy of the Nazi Party, 1929-1939. The Gettysburg Historical Journal Volume 3, Article 6. https://cupola.gettysburg.edu/cgi/viewcontent.cgi?referer=https://edition.cnn.
com/2017/08/12/us/charlottesville-unite-the-right-rally/index.html&httpsredir=1&article=104
2&context=ghj.
34
B.C. Price (2012). Targeting Top Terrorists: How Leadership Decapitation Contributes to
Counterterrorism. International Security, Volume 36, Number 4. https://bit.ly/3mWlzDU.
35
M. Freeman (2010) The Headless Horseman: A Theoretical and Strategic Assessment of Leadership Targeting. Terrorism and Political Violence. https://calhoun.nps.edu/handle/10945/48241.
36
K.M. Carley (June 1991) A Theory of Group Stability. American Sociological Review, Volume 56, Number 3. https://www.jstor.org/stable/2096108.
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The strategic decentralization applied at an operational level is also applied to the inspirational role of leadership, thus, it creates different influential clusters and as many propaganda tools. Moreover, the inspirational decentralization, while providing an opportunity for socially and geographically
isolated individuals to join a community, makes them difficult to target. These communication branches enlarge the number of potential militants by
adapting the levers to increase their ideological commitment37.
Furthermore, ideological decentralization has become more and more
widely used in extremist narratives, narrowing the gap between extremism
and public debate, by stressing concepts related to “us and them” rhetoric
rather than exclusively focusing on violent extremist ideology.

3. In-group/out-group rhetoric to overlap market uncertainty
Stuart Hampshire argues that “rationality is a bond between persons... but
it is not a very powerful bond, and it is apt to fail as a bond when there are
strong passions on two sides of a conflict”38.
As previously analyzed about violent extremism contexts, leverage on emotions can reverse debate laws. The ones who understood both sides of an argument and methodically laid a foundation in support of their position can be
overwhelmed by those who attacked the other side’s motives and character,
ignoring the relevance of the core substance of the issues being debated39.
Constantly innovating marketing laws, searching for strategies to match
relevant public expectations, in some cases, can push this reversion until facilitating the merging of in-group/out-group social categorization with nonextremist contexts.
For example, as highlighted by Anna Grøndahl Larsen about the aftermath of Norwegian July 2011 attacks over the past decade, alternative rightwing media websites, placed somewhere between the sphere of legitimacy
and the sphere of deviance, have received increasing attention40. Mainstream
37

J. Jordan (2014) Attacking the Leader, Missing the Mark – Why Terrorist Groups Survive
Decapitation Strikes. International Security. Volume 38, Issue 4. https://direct.mit.edu/isec/
article/38/4/7/12293/Attacking-the-Leader-Missing-the-Mark-Why.
38
S. Hampshire (2001) Justice is Conflict. Princeton University Press.
39
T.W. Conner (2018) The Decline of Civil Discourse and the Rise of Extremist Debate. Tennessee Journal of Law and Policy. Volume 12, Issue 2. https://trace.tennessee.edu/cgi/viewcontent.cgi?article=1186&context=tjlp.
40
A. Grøndahl Larsen (2021) Boundaries of Legitimate Debate: Right-wing Extremism in
Norwegian News Media in the Decade after the July 22, 2011 Attacks. Perspective on Terrorism Volume 15 Issue 3. https://www.universiteitleiden.nl/binaries/content/assets/customsites/
perspectives-on-terrorism/2021/issue-3/larsen.pdf.
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news reporting and debating, on the one hand, regularly present these sites
as deviant, while, on the other hand, the editors of such digital spaces are
regularly invited into mainstream news debates41.
Within this framework, extremist alternative online media has spread globally, challenging the authority of professional journalism while consolidating their recognition among a wider public.
As studied by Figenschon and Ihlebæk, this process took place by stressing
the depiction of the public as a media victim, a marked dualism between
democratic legitimacy and the real need of the people, and by bringing the
audience to choose an activist position based on active resistance.
From this context, extremists and conspiracy views, by exploiting the everevolving communication environment and tools of legitimate businesses,
spread globally, allowing the emergence of deviance from clandestinity.
In particular, industries and areas of the business world have to adapt to
market unpredictability42, audience hyper-connectivity, and intense social
scrutiny (social media, user reviews, etc.). These factors have fastened the
perceived pace of unfolding events, making it harder to keep the relevant
public focused on the storytelling of a specific subject or brand.
This fast-paced context has made the traditional story arc43 obsolete. Describing a company through a linear or closed narrative, with a beginning,
middle, and ending, based on a one-to-many advertising strategy, doesn’t create conversations with people44. Engaging brand stories have to be “openended, tributaries of ideas and aspirations that continue from the source”45.
The growing public cynicism towards traditional “story-arc” advertising
brings 92% of users to trust word-of-mouth recommendations above all other
forms of advertising.

41

T. Figenschon, K. Ihlebæk (2019) Challenging Journalistic Authority: Media Criticism in
Far-Right Alternative Media. Journalism Studies Volume 20, Issue 9. https://www.tandfonline.
com/doi/abs/10.1080/1461670X.2018.1500868?journalCode=rjos20.
42
S. Giles (May 2018) How VUCA Is Reshaping The Business Environment, And What It
Means For Innovation. Forbes. https://www.forbes.com/sites/sunniegiles/2018/05/09/how-vucais-reshaping-the-business-environment-and-what-it-means-for-innovation/?sh=636c50a0eb8d.
43
Beginning (exposition), middle (rising action, climax) and ending (falling action, resolution).
44
For instance, information networks no longer take the form of vast card catalogs but must be
flexible and organic, taking a playful turn. As Wikipedia, which is not about users accessing a
storehouse of expert knowledge but a chaotic community in which the users are also the experts,
who together create the information while also evolving the system as a whole. E. Zimmerman,
H. Chaplin (September 2013) Manifesto: The 21st Century Will Be Defined By Games. Kotaku.
https://kotaku.com/manifesto-the-21st-century-will-be-defined-by-games-1275355204.
45
Y. Chua (October 2019) Why the traditional story arc is obsolete for brands. E27. https://e27.
co/traditional-story-arc-obsolete-brands-20180427/.
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This pattern has shaped a form of marketing based on user-generated
content: a combination of online marketing influencers and word-of-mouth
marketing46. Thus, marketers and brands are pushed to look for social influencers that can be genuinely influential, able to get a response or action
from an audience, reach different demographics, and generate better engagement47. This trend has changed the boundaries of celebrities, saturating
the marketplace with online lifestyle and wellness influencers: social media
users who, by virtue of their taste and personal branding, develop a relevant
audience who seek to emulate their lifestyle48.
Even though influencers are mostly endorsing products or services, especially since last year, in the context of the covid pandemic, they have become
a strong voice in the vaccination debate, by filling the gap where government
messaging about the vaccine has been missing in action or not targeted enough. Many influencers used their viral social media posts to promote vaccination campaigns and compliance with government rules to limit the spread of
covid-1949. On the other side of the coin, continuous downplaying of the virus
by influential people exploited the same skills used for consumer branding
to turn conspiracy theories into an acceptable option in the marketplace of
ideas50.
A small subset of social media marketing influencers51 became a key part
of cultural convergency into highly dynamic conspiratorial circles52, disguising the language and digital places of extremist narratives until undermining

46

G. Henderson (April 2018) What Is Influencer Marketing?. DigitalMarketing.org https://
www.digitalmarketing.org/blog/what-is-influencer-marketing.
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Y. Chen (April 2016) The rise of ‘micro-influencers’ on Instagram. DigiDay. https://digiday.
com/marketing/micro-influencers/?ref=DigitalMarketing.org?ref=DigitalMarketing.org.
48
L. Khalil (August 2020) Under the influence: Peddling conspiracy in a pandemic. The Interpreter. https://www.lowyinstitute.org/the-interpreter/under-influence-peddling-conspiracypandemic.
49
L. Ham (August 2021) ‘Not afraid to lose followers’: Has the pandemic given influencers
new purpose? The Sydney Morning Herald. https://www.smh.com.au/lifestyle/health-andwellness/not-afraid-to-lose-followers-has-the-pandemic-given-influencers-new-purpose20210825-p58lrx.html.
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V. Strauss (May 2020) How QAnon conspiracy theory became an ‘acceptable’ option in marketplace of ideas – and more lessons on fake news. The Washington Post. https://www.washingtonpost.com/education/2020/05/19/how-qanon-conspiracy-theory-became-an-acceptable-option-marketplace-ideas-more-lessons-fake-news/.
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52
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the efforts of internet companies53 to de-platform anti-establishment and antimainstream medical circles contents54.
This trend started to develop before the pandemic as the convergence of
online engagement dynamics, a widespread will to redetermine conventional
authority, and the pursuit of profit.

4. Branding disinformation
The Qanon55 shadowy network of conspiracy theories56 encompasses numerous websites, chat software, social media57 and alternative social media
platforms58. Besides the number of followers, the engagement on conspiracy
rhetoric from these social media is remarkable; following one of these pages
generates a consistent number of follow requests from pages or profiles alluding to QAnon and anti-vax rhetorics59.
53

Twitter Safety (January 2021) An update following the riots in Washington, DC. https://
blog.twitter.com/en_us/topics/company/2021/protecting--the-conversation-following-the-riotsin-washington--.
54
L. Khalil (July 2020) Cross-promotion. GNet – Global Network on Extremism & Technology. https://gnet-research.org/2020/07/22/cross-promotion/.
55
J. Winter (August 2019) Exclusive: FBI document warns conspiracy theories are a new domestic terrorism threat. Yahoo! News. https://news.yahoo.com/fbi-documents-conspiracy-theoriesterrorism-160000507.html.
“The FBI intelligence bulletin from the bureau’s Phoenix field office, dated May 30, 2019 specifically mentions QAnon, a shadowy network that believes in a deep state conspiracy against
President Trump, and Pizzagate, the theory that a pedophile ring including Clinton associates
was being run out of the basement of a Washington, D.C., pizza restaurant.”
56
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to as “Q” appeared for the first time on 4chan. Q predicted the imminent arrest of Hillary
Clinton and a violent uprising nationwide. A. La France (June 2020) The prophecies of Q –
American conspiracy theories are entering a dangerous new phase. The Atalntic. https://www.
theatlantic.com/magazine/archive/2020/06/qanon-nothing-can-stop-what-is-coming/610567/.
57
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page of one of the best-known QAnon evangelists have been viewed more than 33 million
times before being banned by the platform. Z. Tufekci (March 2018) YouTube, the Great Radicalizer. The New York Times. https://www.nytimes.com/2018/03/10/opinion/sunday/youtubepolitics-radical.html.
There are also less explicit Instagram Qanon conspiracy pages with more than 2 million followers. J. McSwiney, M. Vaughan, A. Heft, M. Hoffmann (August 2021) Memes in Far-Right
Digital Visual Culture. GNet – Global Network on Extremism & Technology. https://gnetresearch.org/2021/08/20/memes-in-far-right-digital-visual-culture/.
58
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In this context, the online lifestyle-conspiracy theories crossover came
about after some online lifestyle and wellness influencers became entrepreneurs of conspiracy theories, using them to boost their profiles and to promote and validate their views of wellness60.
A new occasion to reinforce their branding, pushing even those influencers detached from conspiracy circles to share misinformation about vaccines
or attack lockdowns and other measures aimed at infection control, to turn
this distorted storytelling into profit.
The following examples sum up how anti-vax and conspiracy theories became profitable in some branches of the wellness/lifestyle influencers marketplace.
Provide paid services
On July 2021, across anti-vax social media circles, and not only, appeared
a video showing the director of health protection at NSW Ministry of Health
that, by misspeaking and inverting the record, announced that of the 43 people in intensive care “all but one are vaccinated; one person has just received
one dose of vaccine”61. Then the director corrected the data, claiming that
“all but one are not vaccinated,” but this second part was not included in the
video that widely circulated on the web.
Among the people sharing this partial and misinforming video on their Instagram profile, there was the wife of an Australian rugby star player62, which
describes herself as “ex-vaxxer rather than anti-vaxxer,” to stress her conscious
path until the refusal of vaccines. While claiming on her social media profile
that “vaccines cause allergies and parents are being pressured to give their
children vaccinations,” inciting “the next generation of parents to reclaim
their power”, she also promoted her $200 “informative” workshops, to teach
other parents about her views on the controversial anti-vax movement63. The

hate/585382/.
60
L. Khalil (August 2020) Under the influence: Peddling conspiracy in a pandemic. The Interpreter. https://www.lowyinstitute.org/the-interpreter/under-influence-peddling-conspiracypandemic.
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62
ABC Fact Check (July 2021) No, US health experts didn’t say tests cannot distinguish between
COVID-19 and the flu. ABC. https://www.abc.net.au/news/2021-07-30/coronacheck-pcr-testscdc-covid-flu/100334096.
63
R. Scanlan (March 2019) NRL wife Taylor Winterstein running $200 anti-vax workshops.
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workshop scheduled several dates in different states as Australia, New Zealand, and Samoa64.
Go on the payroll of the influence operations market
Facebook, in its July 2021 Coordinated Inauthentic Behavior Report, claimed it had removed a network of the account involved in anti-vax disinformation campaigns operated from Russia that accounted India, Latin America,
and the US65. According to the company’s report, the campaign involved a
network from Russia linked to Fazze, a marketing firm registered in the UK,
which is a part of AdNow, a Russian company based in Moscow.
The plan failed when two influencers66 went public about the company’s
attempt to recruit them, by posting screenshots of the offer. Fazze wanted to
pay them $2.000 each, to promote messages on behalf of a client, providing
a three-page document detailed about what to say and on which platforms to
say it to push falsehoods on Pfizer vaccine67. Fazze asked influencers to share a decontextualized story about a data leak from the European Medicines
Agency and also provided a list of links to dubious articles to share, which
used the same set of figures that showed the Pfizer vaccine was dangerous.
Nevertheless, some influencers accepted the offer. At least two influencers
from India (with approximately 500,000 YouTube followers) and Brazil (with
more than 3million Instagram followers) shared the fake news links from the
agency’s brief. Both had also participated in previous Fazze promotions68.
These kinds of influence operations are not isolated cases but are part of an
ongoing phenomenon that will keep evolving69.
64

C. Smith (March 2019) ‘Irresponsible’: Wife of NRL player charges $200 for anti-vax workshop. 4BC. https://www.4bc.com.au/irresponsible-wife-of-nrl-player-charges-200-for-anti-vaxworkshop/.
65
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false claims about the risks associated with the Pfizer-BioNTech’s Covid-19 vaccine. Facebook (August 2021) July 2021 Coordinated Inauthentic Behavior Report. https://about.fb.com/
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M. Fisher (July 2021) Disinformation for Hire, a Shadow Industry, Is Quietly Booming. The
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Conspiracy endorsement as a profit
“Humbled daily by your messages of awakening, of truth telling, of Godbearing grace... #wwg1wga #qanon #qdrops #thegreatawakening” was posted
on April 2021 on a mid-tier70 lifestyle influencer’s feed, who during her influencer career hadve sponsored big brands like Walmart71. She was thanking
her followers after the appreciations received for posting a pic of her wearing
a baseball cap with the letter Q and the words “where we go one, we go all,”
one of the QAnon conspiracy theory movement’s top catchphrases.
Moreover, a celebrity chef, who had about 1.5 million Facebook followers
and almost 300 thousand Instagram followers, and attracted controversy in
recent years for promoting pseudo-science about diets and cancer cures while
also posting neo-Nazi symbols72, was banned from Facebook and Instagram
on February 2021 for repeatedly sharing misinformation about the coronavirus73.
These are just a few examples of mid/high-tier influencers explicitly choosing to become a vector for conspiracy propaganda. The two influencers taken
as examples explain their choice as something they owe “to their audience to
be more for them during this turning point in our culture”74 or as presenting
themselves as “catalysts for a conversation about such an important topic...
freedom of speech”. Besides ideology, this public choice is motivated by the
recent growth of conspiracy-related contents and followers, making conspira-

computational propaganda as a service. In total, almost US $60 million was spent on hiring
these firms since 2009.” Program on Democracy & Technology (2021) Industrialized Disinformation: 2020 Global Inventory of Organized Social Media Manipulation. https://demtech.oii.
ox.ac.uk/research/posts/industrialized-disinformation/#continue.
70
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INFLUENCERS?. MediaKix. https://mediakix.com/blog/what-are-mid-tier-influencers/.
71
R.E. Greenspan (May 2021) Lifestyle influencers are using COVID-19 to spread QAnon conspiracy theories: ‘I truly believe I owe it to my audience to be more for them during this turning
point in our culture’. Insider. https://www.insider.com/lifestyle-influencers-using-covid-19-tospread-qanon-conspiracy-theory-2020-5.
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73
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cy endorsement an opportunity to achieve audience or business expansion75
or to start a political career76.
Conspiracy theories shared by influencers have a prominent role in spreading disinformation. According to the Reuters Institute, even though topdown misinformation from politicians, celebrities, and other prominent public figures made up just 20% of misinformative claims, their contents are
accounted for 69% of total social media engagement on disinformation.
Furthermore, as seen in some of the previous examples, the phenomenon
is disguising more and more through reconfiguration, where existing and often true information is spun, twisted, decontextualized, or reworked. This
audience manipulation trend represents 59% of online misinformation and
accounts for 87% of social media interactions77.
Then, psychological analysis of the speech used by conspiracy theorists
and their followers also indicates that it is generally characterized by a focus
on out-groups, negative emotions, such as anger, and related to power, death,
and religion78.

5. The spiritual entertainment global enterprise
Popular apps to read the Torah, the Koran, and the Bible, have been installed a million times worldwide79, showing how much faiths are adopting
online technologies to help people communicate ideas and worship. Nevertheless, by reading scriptures as a paper book, it’s quite large and complicated
and in some cases might affect people’s views and influence how they are
interpreted. Studies suggest that text read on screens is generally taken more
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literally than text read in books, fostering the tendencies to skip the feeling
and interpretative side, going straight for the information80.
By picking and choosing means, users can avoid doctrine that they don’t
find appealing or can’t understand, while online interactions81 help to connect with information and establish relationships that reinforce personal opinions or beliefs82.
Personal interpretation is the core of the current religious decentralization
process. It makes way for marginal83 religious figures that incentivize the reinterpretation of scriptures and religious authority, flattening the perception
of traditional religious hierarchies84, by creating spaces and processes where
official teachings can be challenged through online conversations85.
The re-determination of religious authority through cyberspace doesn’t
have to be bad in absolute terms86. For instance, through young Muslim women’s blogging, Muslim women have been able to bypass traditional gatekeepers and actively participate in public debates in a “mediatized”87 context88.
Nevertheless, as highlighted by Campbell and Evolvi, these digital spaces,
turn into digital venues where users discuss religious practices and beliefs
as “third spaces” that believers approach as if they are authentic spaces of
80
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religious practices. These spaces are the articulation of hybrid religious identities, the creation of shared esthetics, and the enablement of alternative and
non-mainstream religious narratives89 through digital venues90. “Third spaces,” as defined by Stewart Hoover and Nabil Echchaibi, involve negotiations
between and within received and stable categories, including a relationship
between “religious tradition” and “ludic practice”91.
With these premises, the spread of religious endorsement by celebrities92
or spiritual influencers to enlarge their audience is a logical consequence.
For instance, religious beliefs have been used to promote concerts93 or make
a significant amount of money from religious social media profiles, often by
endorsing clothing lines or selling products to followers94.
Indeed, marketing researches already found that religious figures’ endorsement can help to overlap users’ psychological and social perceived risk,
which is a critical factor in the adoption of new products95. Moreover, share
personal spirituality, rather than hide it, is preferable to gain identity consistency and authenticity from the perspective of followers. The benefit is in
credibility and reputation96, which are the digital commodities to increase
personal branding, attention, and influence97.
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However, modern ways to redefine spirituality in the digital landscape can
also be exploited for opaque purposes.
Fundamentalism coming from within
In many cases, “pick-and-mix” religious beliefs98 generate a flat kind of
reading. This could either bring to a positive trend of religious openness and
further need for building a strong religious identity or, some academics argue99 that, a drift of an overly literal interpretation of religious texts can lead
to fundamentalism100.
Absolute truths can emerge from a literal and partial interpretative process101, creating a correlation to a distorted commitment to conservative values, antithetic to mainstream and authority102.
An example of this religious slippery slope is the “charismatic Christian
nationalism” displayed during the assault on the U.S. Capitol, in January
2021, under the words: “Proud American Christian”103 that served as the religious expression of a broader conservative protest, rooted in the Qanon conspiracy theories104.
98
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Since the beginning, conspiracy engagement has emphasized a traditionalist nationalistic morality that is closely aligned with popular Christianity105.
Q himself posts in a style that both invokes evangelical talking points and encourages deep scriptural research106. By exploiting the syncretism of blending
traditional Christian beliefs with other spiritual systems, Bible verses are read
as a clear invitation to urge adherents to stand firm against evil elites. This
new and confusing network of values brings to perceive faith as a distrust of
authority figures, leading to undervalue long-established measures of competency and wisdom, creating alternative virtual religious venues107.
As the QAnon church Sunday morning services on Zoom online platform, then moved to YouTube to accommodate the growth in attendees. As
explained by Marc-André Argentino, the online ceremony represents “neocharismatic home churches... where conspiracy theories serve as a lens to
interpret the Bible”108.
Qanon, through conspiracy theories and authority perception arousal, became a spiritual beacon for the followers of the movement. They feel like true
believers, describing a feeling of rebirth and the achievement of existential
knowledge109.
The business of spiritual enlightenment
In 2019, in the US, the Pew Research Center analyzed that the religiously
unaffiliated share of the population (atheist, agnostic, and “nothing in particular”) stands at 26%, up from 17% in 2009110. Statistics also show that 36%
percent of millennials are not affiliated with a specific religion111. Then, the
105
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absolute number of religious unaffiliated worldwide is expected to slightly
increase from 1.17 billion in 2015 to 1.2 billion in 2060. In projection, these
numbers are meaning a percentage decrease for two main factors: global population and other religious groups’ growth112.
The main reason for people’s lack of affiliation lies in questioning religious teachings and opposing the positions taken by religious authorities on
social and political issues113.
The post-modern114 rejection of religious authority is the natural consequence of crumbled metanarratives115 that used to provide a totalitarian
worldview definition, regulating principles and conventions of religious debate. As described by Gedicks, this condition is forcing religion to return from
the margins, placing itself as a partial, local, and unprivileged account of our
place in the world. This background results in the spread of “spirituality”: a
self-discovery that gives meaning to life by adopting only those religious images and interpretations that seem relevant and important116.
Hence, as confidence in traditional religious authority is rapidly waning,
the digital landscape is offering alternative scriptures117, through a new generation of astrologers, self-help gurus, and mindfulness guides, who use their
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networks to provide answers to life’s most confounding questions118, while building strong personal brands119.
The spread of spiritual leaders on the web blurred the boundaries between
spiritual influencers and charismatic manipulators through a spiritual mission finalized to the ill-concealed purpose of recruiting followers for profit120.
A 35 years old Mexican digital spiritual influencer, who defines herself
as revolutionary, and “believes she’s an alien destined for world domination,
says she can enter people’s brain stems and claims Hitler was the greatest
contributor to world peace”121 has more than 400 thousand followers on Instagram and more than 30 million views on YouTube. In July 2018 offered
to her followers a workshop during a retreat for $4,200 in a shared room or
$5,000 in a single room to “awaken, heal and come alive in an atmosphere
that is centered on human connection”122.
Other examples refer to some of the quotes appearing, among teachings
about “self-realization” or “enlightenment,” on controversial guru social media pages, as “Wake up to something important... Otherwise, kill yourself.”123
or “Declaration of free will that’s going to change your life forever, not just
for this life.”124. The spiritual influencer offered to guide his adherents towards
118

This is not a new phenomenon. Since the early 90s, the internet was already democratizing
and pluralizing spirituality as happened for the mass suicide of 39 members of the UFO-cult,
Heaven’s Gate, where at least one among the deceased had been recruited via Heaven’s Gate’s
website. Nowadays, social media has given these cults the possibility to create a digital space
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communion with a higher life force “the absolute truth of the one infinite
creator” through group meditation for a $1,199 ticket125.
A recurring element to highlight the creation of a digital cult lies in
language126. Psychological language combined with spiritual, mystical, metaphysical language, to represent themselves as tapped into a power higher
than science127, expressed through emotionally charged euphemisms and renamings, allows digital gurus to establish an “us and them” narrative. A way
also to justify questionable behavior and inspire fear, bringing followers into
questioning their own reality, while creating through their language a symbol
of in-group solidarity128. This in-group perception and spiritual enlightenment
marketing converge in a self-centered narrative that, as reassumed by Leigh
Stein, pushes “followers to shift their mindset, and to believe that the limitations and problems in their lives are a problem of their own minds”129.

6. Institutional coherency to counter immediate emotional
payoff
Most borderline areas in anti-establishment rhetoric can’t be referred
only to outsider social groups or labelled as a transitory phenomenon. They
are transversally rooted in social structural changes related to globalization,
educational and cultural divisions, increased polarization between prosperous and less developed regions130, tech giants self-regulation131, political or
religious dissatisfaction, ideological convictions produced by top-down com-
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munication from politicians and the media, and bottom-up psychological
mechanisms132.
From this lens, different actors can create highly emotional communication environments able to overlap traditional public segmentations through
in-group/out-group discourse and anti-establishment narratives. Indeed, a polarized information environment can be crafted and shared locally or globally
in no time or endorsed by people with every education level or professional
experience. It doesn’t have to be perfect: mistakes or misinformation are concealed in a quick change of subject. Then, it leverages emotions through
engaging contents that overwhelm institutional one-to-many traditional communication.
On the one hand, this untraditional approach fills political, social, economic, and cultural gaps while establishing alternative information sources,
reinforced by in-group self-identification dynamics and languages.
On the other hand, institutional communication can regain trust by promoting concreteness, coherency, and dialogue. Avoid volatile behavior and
immediate solutions and build public trust by sharing long-term programs,
display increased transparency, strengthen decision-making processes, and
promote effective links with the relevant public133.
To counter the paradigm “us and them” exploitation for public manipulations it is crucial to provide the public with the tools to avoid in-group
self-identification by establishing a reliable communication environment
based on coherency and awareness. In other terms, give a solid alternative
to an ephemeral, but still immediate and emotionally rewarding, anti-establishment narrative.
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