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EU economic losses in the haze of jihad
Daniele Maria Barone

Daniele Maria Barone is an Italian Coast Guard officer and analyst at ITSTIME. He previ-
ously worked as a project manager and digital communication specialist in the private sector. 
He graduated in Marketing & Communication at IULM University, obtained a master’s de-
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Abstract
The consequences of the terrorist threat go far beyond intangible factors. Behind the casual-
ties, the symbolic and communicative charge brought by the perception of a jihadist looming 
threat, reverberates in concrete impacts on the economy of a State, turning fear into costs or 
variations in economic standards at different levels.
In these terms, it is fundamental to analyze the direct and indirect economic consequences 
of terrorist attacks in Europe, to quantify their repercussions and which sectors should be 
accurately be monitored to efficiently prevent and counter the destabilization spread by these 
violent events. 
From this perspective, based on previous researches and surveys in different sectors (i.e. so-
cio-economic, marketing, policy-making) this paper is aimed at suggesting which areas could 
be better monitored to depict the economic consequences of terrorism in the EU and high-
light which elements of the phenomenon are still over or underestimated.

Keywords
Jihad, terrorist attack, European Union, economy

Introduction

Jihadist terrorist attacks perpetrated on European soil during 2020 have
heightened fears that a new terror wave could be building across the EU.1

1 H. Warrell, S. Jones, E. Solomon, W. Mallet (November 6, 2020) Deadly attacks heighten 
fears of new European terror wave. The Financial Times. https://www.ft.com/content/076e1b00-
2d54-449a-bab5-09920a10f4f7.
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The multi-faceted outcomes of these dramatic events2 are reflected in 
both the short and long term in different internal and external aspects of EU 
member states, causing, to mention a few, the emergence of a culture of fear
which affects political3 and voter priorities,4 a renovated interest by the me-
dia in Islamist-inspired terrorism, and put the fight against homegrown and 
international terrorism at the top of the agenda of European policy-makers.5

Nevertheless, the consequences of the terrorist threat go far beyond intan-
gible factors6. Behind the casualties, the symbolic and communicative charge
brought by the perception of a jihadist looming threat, reverberates in con-
crete impacts on the economy of a State, turning fear into costs or variations
in economic standards at different levels.7

In this respect, the approximate total losses incurred in real GDP terms
by EU member states due to terrorist events, from 2004 to 2016, is €180bn. 
While, a single jihadist attack, as the one that happened in Paris in November
2015, approximately costs to the national economy €2.bn8.

An analysis of the direct and indirect economic consequences of terrorist 
attacks in Europe could help to create a framework based on measurable data
that could be used to prevent and respond effectively to the destabilization
spread in all sectors by these violent events.

From this perspective, based on previous researches and surveys in the var-
ious sector (i.e. socio-economic, marketing, policy-making) this paper aims

2 GLOBAL TERRORISM INDEX 2019 BRIEFING. https://www.visionofhumanity.org/
wp-content/uploads/2020/10/GTI-2019-briefingweb.pdf.
3 I.H. Indridason (March 2018) Does Terrorism Influence Domestic Politics? Coalition Forma-
tion and Terrorist Incidents. Journal of Peace Research (JPR). https://journals.sagepub.com/
doi/10.1177/0022343307087183.
4 Z. Brzezinski (March 25, 2007) Terrorized by ‘War on Terror’. The Washington Post. https://
www.washingtonpost.com/wp-dyn/content/article/2007/03/23/AR2007032301613.html.
5 European Council - Council of the European Union. Response to the terrorist threat and re-
cent terrorist attacks in Europe. https://www.consilium.europa.eu/en/policies/fight-against-ter-
rorism/response-terrorist-threat.
6 T. Brück, F. Schneider, M. Karaisl (June 30, 2007) A Survey on the Economics of Security
with Particular Focus on the Possibility to Create a Network of Experts on the Economic Analysis 
of Terrorism and Anti-Terror Policies and on the Interplay between the Costs of Terrorism and of 
Anti-Terror Measures – the State of Play of Research. DIW Berlin For the European Commis-
sion, Directorate General Justice, Freedom and Security. https://ec.europa.eu/home-affairs/
sites/homeaffairs/files/doc_centre/terrorism/docs/sececon_full_report_en.pdf.
7 T. Krieger, D. Meierrieks (January 2019) The Economic Consequences of Terrorism for 
the European Union. Albert-Ludwigs-Universität Freiburg https://www.econstor.eu/bit-
stream/10419/191637/1/104712761X.pdf.
8 J. Karaian (November 26, 2015) The Paris attacks will cost the French economy more than $2 
billion. Quarttz. https://qz.com/559902/the-paris-attacks-will-cost-the-french-economy-more-
than-2-billion.
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to suggest which areas could be better monitored to have a clear picture of 
the economic consequences of terrorism in the EU and highlight which ele-
ments of the phenomenon are still over or underestimated.

1. Human drivers of insecurity and consumer behavior 
adaptation patterns 

The civilian population is the first and most vulnerable segment affected
by the perception of the jihadist terrorism threat.

Although there is not a large literature on the correlation between jihadist 
terrorism and its economic consequences on citizens, studies and surveys on 
the proportionality between insecurity and consumption can help to draw 
a pattern of possible impacts that the perception of terrorism generates on 
consumer behavior.

With these premises, the psychological repercussions of a terrorist attack
can trigger two opposing consumption impulses. The first impulse is related
to the fact that experiencing loss of control brings to the abandonment of 
entrenched habits and changing methods of purchase in order to feel safe.
The second impulse is related to the perception of increased awareness of 
mortality, which sparks an impulse to enjoy limited and uncertain life to the 
fullest, developing in materialistic consumption behavior.9

These aspects have been firstly monitored in the United States after the 
9/11 terrorist attack, which brought American citizens to suffer psychological
trauma that increased impulsive consumption and sedentary activities.10 In 
fact, the period between September 2001 and March 2002 in the US was
characterized by a 67% stock jump for electronic retailers along with an in-
creased sales at home furnishings companies and discount chains11.

In Israel, researchers found that concerns with frequent terrorism increase
people’s desire for control and may lead to avoidant behaviors, depending on 
consumers’ perceptions of whether they have some control over the odds of 
becoming a casualty in the case of a terror attack. Then, when individuals
perceive their control to be low, they change their preferences and consump-

9 U. Dholakia (December 1, 2015) How Terrorist Attacks Influence Consumer Behaviors. 
Psychology Today. https://www.psychologytoday.com/us/blog/the-science-behind-behav-
ior/201512/how-terrorist-attacks-influence-consumer-behaviors.
10 M.B. Perrine, K.E. Schroder, R. Forester, P. McGonagle-Moulton, F. Huessy (2004) The im-
pact of the 11 September 2001, terrorist attacks on alcohol consumption and distress: Reactions 
to a national trauma 300 miles from Ground Zero. Journal of Studies on Alcohol and Drugs. 
https://www.jsad.com/doi/abs/10.15288/jsa.2004.65.5.
11 J. Chartier (September 11, 2002) Goodbye, cocoon boom?. CNN Money. https://money.cnn.
com/2002/08/26/news/9-11retail.
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tions, disrupting their normal buying habits drastically as shopping in stores 
and malls and migrate to online buying.12

1.1 The consequences of a jihadist attack on EU citizens

In the EU the number of terrorist attacks (not only jihadist) fell to 119 
in 2019, the fewest number of attacks in years. Thus, even though terrorism 
still remains a global security threat, the EU is recording its lowest number of 
incidents since 2012.13

Nonetheless, since 2004, attacks in Madrid, London, Paris, Brussels, Nice,
Berlin, Vienna, and other European cities, combined with the extensive cov-
erage of terrorist attacks through media and social media channels, has led
to an exponential growth of eyewitnesses of terror attacks. So, even those EU
citizens not directly involved in attacks may be psychologically affected and 
likely to assume the abovementioned consumption patterns.14

In this context, a paper produced by RAND Corporation at the request of 
the European Parliamentary Research Service (EPRS)15 reports that consum-
er purchasing habits remained relatively stable across the EU and sometimes
even increased in the aftermath of a terrorist attack that occurred on Euro-
pean soil.

However, although there is no clear indication of the mechanisms behind 
this increase, it is believed that terrorist attacks may heighten awareness of 
mortality,16 generating, same as reported after 9/11 in the US, an impulse 
to acquire and collect materialistic possessions. In this regard, studies have
found that materialistic behavior leads to negative psychological effects on

12 M. Herzenstein, S. Horsky, S. Posavac (2015) Living with Terrorism or Withdrawing in Terror: 
Perceived Control and Consumer Avoidance. Journal of Consumer Behaviour. https://ssrn.com/
abstract=2663516.
13 (2019) Number of failed, foiled or completed terrorist attacks in the European Union (EU) 
from 2010 to 2019, by affiliation. Statista. https://www.statista.com/statistics/746562/number-
of-arrested-terror-suspects-in-the-european-union-eu.
14 M. Hafner, E. Disley, S. Grand-Clement, K. Cox, B. Baruch. The cost of terrorism in Europe. 
RAND Corporation. https://www.rand.org/randeurope/research/projects/the-cost-of-terrorism-
in-europe.html.
15 P. Bakowski, W. Van Ballegooij (May 2018) The Fight Against Terrorism: Cost of Non-Eu-
rope Report. RAND Corporation at the request of European Parliamentary Research Ser-
vice (EPRS) https://www.europarl.europa.eu/RegData/etudes/STUD/2018/621817/EPRS_
STU(2018)621817_EN.pdf.
16 E.C. Hirschman (June 1990) Secular Immortality and the American Ideology of Affluence. 
Journal of Consumer Research. https://www.jstor.org/stable/2626822?seq=1.
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individuals, emphasizing stinginess, and jealousy. Moreover, this tendency to 
overspend is likely to increase people’s debts.17

Regarding the consumption variations, research of 1999 “Terror Manage-
ment and Marketing: He Who Dies With the Most Toys Wins”18, demon-
strated that luxury items are evaluated more favorably by individuals who are
subtly reminded of their own impending mortality. This reaction, in general, 
is related to a trend towards saving less and consume more in the present 
time, inducing a distortion of consumers’ choices on investment, savings, and 
consumption.

In these terms, the research by RAND Corporation found that individuals
tend to report lower levels of all the abovementioned variables in European
countries that experience relatively more terrorism and last only in the short 
term.

Nonetheless, these consequences can be amplified in terms of duration or
negative economic impact due to counter-terrorism measures applied in the
aftermath of a terrorist attack.

In fact, besides the sense of mortality, the consumption growth is also 
related to the positive correlation between terrorist acts and people’s life sat-
isfaction, happiness, trust in other people,19 as well as in communities and 
national political institutions. In this regard, CT measures can give the per-
ception of a limitation to personal freedom and, in some cases, bring a detri-
mental impact on the fundamental rights of suspects, particular groups and
communities, and society at large.

Then, even with less evidence, from this perspective, there are reasons
to consider how these variations can decrease labour productivity and eth-
nic-gaps in labor markets, impacting negatively on social and labour market 
improvements.

Another aspect related to the workforce is that workers affected by the
attacks have to go on sick leave during a certain period of time, causing im-

17 M.L. Richins (September 2011) Materialism, transformation expectations, and spending: 
Implications for credit use. Journal of Public Policy Markf eting. https://journals.sagepub.com/
doi/full/10.1509/jppm.30.2.141?casa_token=IDn3TGYpXxwAAAAA%3AUWhrmlXfc5I-inz-
JkjnUFh5hxS6EiWfTU58pIIGqC0kEgc9Pef6bWgBwymIuWAl6kVr1mLMr8yHr.
18 N. Mandel, S.J. Heine (1999) Terror Management and Marketing: He Who Dies With the 
Most Toys Wins. Advances in Consumer Research Volume 26. https://www.acrwebsite.org/
volumes/8314/volumes/v26/NA-26.
19 A.E. Clark, O. Doyle, E. Stancanelli (August 25, 2017) The Impact of Terrorism on Well-be-
ing: Evidence from the Boston Marathon Bombing. UCD GEARY INSTITUTE FOR PUB-
LIC POLICY DISCUSSION PAPER SERIES. https://www.ucd.ie/geary/static/publications/
workingpapers/gearywp201708.pdf.
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portant wage losses that, apart from being compensated by social benefits, 
should be taken into account when assessing the costs of the terrorist acts20.

In these terms, the total costs related to fatalities and injuries caused by
terrorism in the EU from 2004 to 2019, expressed as the average income per
worker, multiplied by the average life expectancy, is estimated to be about 
€4.7 billion. More than half the cost of fatalities and injuries occurred since
2013 until 2019 (about €2.5 billion).

1.2 Strengthen social resilience by including targets of jihadist
attacks in the focus

In this context, direct or indirect consequences of terrorist activity on cit-
izens are likely to disrupt in the short term crucial production inputs like 
capital and labour, while the effects of increasing risks and fear seem to affect 
a number of industries and sectors of the economy.

So, understand the negative impact on the population is crucial to prevent 
the micro- and macro-economic effects of jihad on the private sector.

In the counter-terrorism field, improving the knowledge on the economic
repercussion of terrorism in the EU could enlarge the range of effectiveness
of security measures in both the short and long-term.

Beyond resulting in more relevant, coherent, effective, and efficient ac-
tion in the fight against terrorism, this point of view, by taking care of those 
affected directly or indirectly by terrorism, reduces the material and imma-
terial impacts of jihad, aiding the dissipation of fear in the short term, while 
preventing ethnic social divisions, which is one of the long-term outcomes
of jihadist terrorist attacks, stepping toward a resilient pan-European path of 
social inclusion.

2. Estimating the impact of terrorism in the private sector

Researches and surveys, so far, highlight how the negative impact of jihad 
on the EU economy creates a trickle-down effect on people and fields of busi-
ness that can vary with the maturity of an economy but also with the nature
and target of the attack.

In this context, security economic literature proves that terrorism effects
are amplified not only by the single terrorist attacks but by the perception of 

20 M. Buesa, A. ValinoVV , J. Heijs, T. Baumert, J. Gonzalez Gomez (February 2006) THE ECO-
NOMIC COST OF MARCH 11: MEASURING THE DIRECT ECONOMIC COST OF 
THE TERRORIST ATTACK ON MARCH 11, 2004 IN MADRID. Instituto de Análisis Indus-
trial y Financiero. Universidad Complutense de Madrid. http://citeseerx.ist.psu.edu/viewdoc/
download?doi=10.1.1.319.8266&rep=rep1&type=pdf.
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the threat of terrorism, generating an economic impact also in the form of 
counter-measures that economic agents, policy-makers, and consumers at all
levels take.

So far, the main focus of studies or policy-makers are still exclusively relat-
ed to the negative impacts caused by perpetrators and don’t include impacts
resulting from responses to terrorism.

Thus, in this context, an analysis of the direct and indirect economic con-
sequences of terrorist attacks in Europe could help to create a framework 
based on measurable data that could be used to prevent and respond effec-
tively to the destabilization spread in all sectors by these violent events.

Regarding the private sector, substantial costs arise to those sectors directly 
hit by terrorist attacks, and each category is differently affected by jihadist 
terrorist activity.

2.1 Tourism

There are multiple risks facing tourism that contribute to the formation of 
the perception of risk. In particular, security issues (i.e. uncontrollable risks),
like terrorist attacks, are perceived by travelers as more important than safety
issues (i.e. controllable risks), like a fire in the hotel.21

However, according to the World Travels & Tourism Council, among oth-
er sorts of incidents, terrorist or security-related incidents have the shortest 
average recovery time of 11.5 months (minimum 2 months).22

Considering that each country has its own distinctiveness which varies the 
influence of terrorism, depending on whether it is a rich, large and diversi-
fied economy, or a small, poor and more specialized economy, according to
data from Eurostat23 on arrivals and nights spent of non-residents at tourist 
establishments, terror attacks in the EU tend to have a short-lived effect only 
and that tourism levels, on the average, tend to normalise within one to three
months.24

21 R. Carballo, C.J. Leòn, M.. Carballo (October 9, 2017) The perception of risk by interna-
tional travellers. Worldwide Hospitality and Tourism Themes Vol 9 No. 5. https://www.em-
erald.com/insight/content/doi/10.1108/WHATT-07-2017-0032/full/html?skipTracking=true.
22 (November 4, 2019) Travel & Tourism Industry is More Resilient Than Ever According to 
New Research by WTTC and Global Rescue. World Travels & Tourism Council. https://wttc.
org/News-Article/Travel-Tourism-Industry-is-More-Resilient-Than-Ever-According-to-New-
Research-by-WTTC-and-Global-Rescue.
23 https://ec.europa.eu/eurostat/web/tourism/data/database.
24 M. Nikšić Radić, D. Dragičević, M. Barkiđija Sotošek (2018). The tourism-led terrorism hy-
pothesis – evidence from Italy, Spain, UK, Germany and Turkey. Journal of International Stud-
ies. https://www.jois.eu/files/16_539_Niksic%20Radic.pdf.
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As previously mentioned, terrorism can have different sorts of impacts on 
tourism, with consequences lying outside state control.

For instance, the effect of terrorist attacks with high lethality on tour-
ism may be demonstrated by the case of the Brussels bombings attack that 
was committed on March 22, 2016, aimed at Brussels airport in Zaventem
and Maalbeek metro station and resulted in 32 fatalities and more than 300 
wounded persons. The most consistent impact of this attack was that, even
though CT measures and damages forced the closing of most of Brussels air-
port for a few months, logically impacting negatively on the number of trave-
lers in the city, data confirm a decrease between 10% to 30%25 in arrivals and 
night spent of non-residents all over Belgium for the next 6 months after the 
attack26. Moreover, once Brussels airport started working again in full capaci-
ty, tourism firstly recovered in other regions, as Flanders or Wallonia, before 
fully restoring in Brussels, starting with domestic tourism before attracting 
again international tourists.27

About the indirect territorial impact of terrorism on tourism, researchers
found28 that visitors from the UK and from non-European countries started 
cancelling reservations in Belgium even before the attacks in Brussels took
place, precisely after the attacks in Paris in 2015 (40% of hotel bookings were 
cancelled over the weekend of the security clampdown).29 This effect was
probably generated by the news circulating about the search in Belgium for 
those responsible for the Paris attacks.

Another indirect consequence to take into account is that the economic 
impact of jihadist activity in tourism goes far beyond the actors and services
that are directly linked with this sector (e.g. hotels and catering, airlines, guid-
ed tours, etc.); it affects also those who supply goods and services to the firms
operating in the tourism industry, generating an economic loss that, even

25 https://www.toerismevlaanderen.be/sites/toerismevlaanderen.be/files/assets/documents_KEN-
NIS/cijfers/Voorlopige%20cijfers/2016_Tabellen-9m.pdf.
26 T. Zeman, R. Urban (2019) The Negative Impact of Terrorism on Tourism: Not Just a Problem 
for Developing Countries?. DETUROPE – THE CENTRAL EUROPEAN JOURNAL OF 
REGIONAL DEVELOPMENT AND TOURISM Vol. 11 Issue 2 2019. http://www.deturope.
eu/img/upload/content75-91.pdf.
27 D. Vanneste, P. Tudorache, F. Teodoroiu, T. Steenberghen (2017) The impact of the 
2016 terrorist attacks in Brussels on tourism. Belgeo. https://journals.openedition.org/bel-
geo/20688#ftn9.
28 D. Vanneste, P. Tudorache, F. Teodoroiu, T. Steenberghen (2017) The impact of the 
2016 terrorist attacks in Brussels on tourism. Belgeo. https://journals.openedition.org/bel-
geo/20688#ftn9.
29 A. Walker (December 2, 2015) Paris attacks: Assessing the economic impact. BBC. https://
www.bbc.com/news/business-34965000.
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within a few months, can generate a consistently negative impacts even at a 
national level.30

2.2 Transports

The transports sector is directly subjected to the consequences of terrorist 
acts and this impact can give insights on how other sectors may be paralyzed
by the fear of the incumbent terrorism threat and CT measures put in place
by authorities after a terrorist attack.

According to a report by International Air Transport Association (IATA),31

terrorist attacks in Western Europe in late 2015 and early 2016 reduced Eu-
ropean airlines’ international passenger traffic by an estimated 1.6% in the
following year compared to what it would have been in the absence of such
events, reducing European airlines’ 2016 revenues by around US$2.5bln.

According to the report, the RPK (Revenue Passenger Kilometers: a way 
of calculating the number of kilometers travelled by paying customers)32 fell 
below its trend level following the Paris attacks in November 2015. Then it 
started to rise again immediately afterward in seasonally adjusted terms, but 
the upward trend was interrupted following the Brussels bombing in March
2016. Same as the effect of jihadist attacks on the tourism industry, for air-
lines, the impact seems to be only temporary (a few months) but, given that 
European airlines’ international traffic accounts for around 24% of the whole
industry RPKs, the impact was felt at a global level too33.

Terrorist attacks also have a negative impact on city transports, disrupting 
labour and private companies. For instance, in the case of the bombings of 
the London public transport system on July 7, 2005, some firms reported that 
they had to find alternative means of transport for their employees unwilling

30 M. Ehrenfreund (November 18, 2015) How do economies recover after terrorist attacks? 
World Economic Forum. https://www.weforum.org/agenda/2015/11/how-do-economies-recov-
er-after-terrorist-attacks.
31 D. Oxley (May 2017) Estimating the impact of recent terrorist attacks in Western Europe. 
IATA. https://www.iata.org/en/iata-repository/publications/economic-reports/the-impact-of-re-
cent-terrorist-attacks-in-western-europe.
32 Revenue Passenger Kilometres (RPK) is a way of calculating the number of kilometres trav-
elled by paying customers, by multiplying the number of paying passengers by the distance 
travelled. Source Aeroflot Glossary https://ir.aeroflot.com/fileadmin/user_upload/files/eng/
glossary_eng.pdf.
33 (2009) TERRORISM AND INTERNATIONAL TRANSPORT: TOWARDS RISK-BASED 
SECURITY POLICY - Round Table 144. The OECD and the International Transport Forum: 
Joint Transport Research Centre. https://www.itf-oecd.org/sites/default/files/docs/09rt144.pdf.
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to use public transport into central London. For smaller firms, this constitut-
ed the principal cost of the attack34.

2.3 Insurance sector

In a report redacted by the global insurance company, Marsh, which as-
sesses the terrorist threat in Europe in 2018-2019 it is claimed that accord-
ing to the insurance sector “the threat of Islamist extremism remains high in
Europe ... Religious extremist attacks in the EU will likely target the enter-
tainment and hospitality sectors and public spaces frequented by tourists”.35

Besides this perspective, the truth is that terrorism insurance is considered to
be a difficult product to construct and price.

In fact, to provide relief for insurers offering terrorism insurance and to
support the supply of insurance policies that include terrorism insurance,
several euro area and other countries have developed government and in-
surance industry-wide programs for terror coverage36. For instance, in Ger-
many, terrorism insurance is generally included in policies. To reduce the 
vulnerability of insurers, in 2002, a specialist company covering terror-related
property damage called EXTREMUS was created by the Government and
the Association of German Insurers37.

The primary objective of the program is to protect medium-sized compa-
nies against property and business interruption losses caused by terrorism. Its 
annual capacity amounts to €10 bn whereby only the first €2.5 bn are carried
by EXTREMUS itself. The remaining €7.5 bn are covered by a state guar-
antee38.

The insurance sector has also adapted to the latest terrorist attacks involv-
ing motor vehicles.

34 T. Brück, F. Schneider, M. Karaisl (June 30, 2007) A Survey on the Economics of Security 
with Particular Focus on the Possibility to Create a Network of Experts on the Economic Analysis 
of Terrorism and Anti-Terror Policies and on the Interplay between the Costs of Terrorism and of 
Anti-Terror Measures – the State of Play of Research. DIW Berlin For the European Commis-
sion, Directorate General Justice, Freedom and Security. https://ec.europa.eu/home-affairs/
sites/homeaffairs/files/doc_centre/terrorism/docs/sececon_full_report_en.pdf.
35 (May 2019) 2019 Terrorism Risk Insurance Report. Marsh. https://www.mmc.com/content/
dam/mmc-web/insights/publications/2019/may/2019-terrorism-risk-insurance-report.pdf.
36 ECB Financial Stability Review (December 2007) https://www.ecb.europa.eu/pub/finan-
cial-stability/fsr/focus/2007/pdf/ecb~7585877f4b.fsrbox200712_18.pdf.
37 GERMANY TERRORISM RISK INSURANCE PROGRAMME. OECD. https://www.
oecd.org/daf/fin/insurance/Germany-Terrorism-Risk-Insurance.pdf.
38 H. Schaloske (April 26, 2019) Terrorism insured – a German view. Clyde&Co. https://www.
clydeco.com/en/insights/2019/04/terrorism-insured-a-german-view.
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Also, in this case, each EU member state has its Insurance Code for these 
dramatic events. For instance, in France is stipulated that the insurer shall 
not be responsible for loss or damage resulting from an intentional act of the
insured.39 As terrorist attacks are considered as part of the “ordre public” the 
French insurance policies, to ensure indemnification of victims of acts of 
terrorism for their bodily injuries, since 1995 has established a special fund, 
Fonds de Garantie des Victimes des Actes de Terrorisme et d’autres Infrac-
tions,40 which indemnifies all victims of terrorist acts committed on French 
territory.

2.4 Indirect costs on local economies

Soft targets in general (e.g. shopping centers, clubs, restaurants, schools, 
gatherings, entertainment centers, etc.) are places that are typical of a large 
concentration of population combined with a low level of security and, com-
pared to hard targets, not permanently protected41. Although Governments, 
including at the local level, bear the primary responsibility for protecting soft 
targets against terrorist attacks42, the private owners or operators usually are
the only subjects related to their security needs and reduce their vulnerabil-
ities.43

In fact, in the days after 2015 Paris attacks, Securitas, a provider of security 
agents, received so many calls from department stores, museums and other
outlets scrambling to hire thousands of guards and intensify screening that 
had to accelerate hiring to meet the demand. Same happened at Visiom, a 
French maker of metal detectors, where orders from sports stadiums, concert 
halls and large stores unprecedentedly increased since the Paris attacks44.

This can generate economic losses on small local businesses, because
most of the abovementioned effects of a jihadist attack (e.g. impacts on con-
sumer behavior, transports, tourism) reverberate on them which suffer the

39 (2018) Terrorist attacks through the use of motor vehicles in selected European countries. Swiss Re. 
https://www.swissre.com/dam/jcr:3f9290a5-6c14-4a68-aba1-93d34c4348f5/swiss_re_terror_acts_
motor-vehicles_2018.pdf.
40 https://www.fondsdegarantie.fr/fgti/fonctionnement.
41 P. Beňová, S. Hošková-Mayerová, J. Navrátil (2017) Terrorist attacks on selected soft targets.
Journal of Security and Sustainability Issues. http://jssidoi.org/jssi/papers/papers/view/354.
42 United Nations Office of Counter-Terrorism. Vulnerable targets. https://www.un.org/coun-
terterrorism/vulnerable-targets.
43 (November 11, 2016) Economic impact of Paris attacks. DW. https://www.dw.com/en/eco-
nomic-impact-of-paris-attacks/av-36354136.
44 L. Alderman (January 31, 2016) Terror Threats Thaw Budgets Across Europe. The New York 
Times. https://www.nytimes.com/2016/02/01/business/international/europe-training-financial-fire-
power-on-terrorism.html.
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consequences of being considered either as targets or as places to avoid in the
aftermath of a jihadist attack.

The indirect impact of terrorist activity on the stability of local economies 
is different from the impact they suffer for crime risk: shoppers or customers
can avoid most violent crimes by carefully selecting safer places to shop, but 
they cannot reduce their risk of being attacked by terrorists unless they avoid 
public places altogether. Moreover, it is reasonable to assume that, following 
a terrorist attack in a given area, potential investors and existing firms alike 
may be more averse to local investment due to the increased risk of future
terrorism, whether real or perceived, and the subsequent loss of capital or
business activity.45

All these elements cause enormous difficulties to small businesses or en-
tire sectors in achieving recovery.

As an example, the repercussion estimated on the live music sector, in 
2015, after a series of jihadist attacks in Paris where 130 people died and 89 of 
the victims were attacked at the Bataclan concert hall, brought ticket sales in
Paris fall 80% compared to the year before and several shows were cancelled 
as a safety precaution.

But the repercussions extended globally, impacting the whole live events 
sector. A survey released a few weeks after the attack by digital marketing 
platform SpinGo, looked at how the Paris terror attacks had impacted public 
opinion in the US on attending live events. It found 1 in 3 Americans were
worried about a violent attack happening at a live event.46

2.5 There is still room for improvement

In the abovementioned events, appropriate and proportional security
measures, effective crisis management, and emergency communication are 
key elements to improve in order to mitigate the effects of terrorism at both 
micro/macro-economic level and, as a consequence, on society as a whole.

So far, in the EU research field, unfortunately, much knowledge is based 
on theoretical reasoning with only limited and highly fragmented empirical
evidence. The major cause of this gap is the restricted availability of data on 
the behavior of targets of jihadist attacks, dramatically reducing the possibility 

45 R.T. Greenbaum, L. Dugan, G. LaFree (April 2006) The Impact of Terrorism on Italian 
Employment and Business Activity. Urban Studies, Vol. 44. https://ccjs.umd.edu/sites/ccjs.
umd.edu/files/pubs/2COMPLIANT%20-%20The%20Impact%20of%20Terrorism%20on%20
Italian%20Employment%20and%20Business%20Activity.pdf.
46 L. Graham (December 4, 2015) Music venues will need more security in light of the Paris 
terror attacks. CNBC. https://www.cnbc.com/2015/12/04/music-venues-will-need-more-secu-
rity-in-light-of-the-paris-terror-attacks.html.
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of improvements in this field. Then, given political and economic inter-de-
pendencies in the EU, the previously mentioned economic repercussions of 
terrorism can stretch beyond national economies, echoing across the conti-
nent.

Hence, introducing new European standing mechanisms to review the 
implementation of counterterrorism policy and support of the victims in the
EU is crucial to guarantee a quick response to recover in the aftermath of a 
terrorist attack.

3. Government spending: the political cost of counter-
terrorism

Unsurprisingly, the share of government expenditure grows when terror 
attacks occur as public spending on defense and security increases.47

As a consequence, countries have to raise taxes or shift their budget spend-
ing to potentially less growth-enhancing defense and security expenditures,
which could harm long-term growth.48

This may happen because public resources are shifted from output-en-
hancing to non-productive expenditures.49

However, an action bias by the government50 is likely if the relevant actors 
will be able to obtain credit for responding to the risk.

Even though not all the costs of CT measures are available on public re-
cords, there is evidence that, until 2008, an additional transnational terrorist 
incident per 1 million inhabitants in a Western European country has led 

47 EU Parliament. REVIEW OF THE FRAMEWORK DECISION ON TERRORISM. Eu-
ropean Agenda on Security, Terrorism and Radicalization. LEGISLATIVE TRAIN10.2020 17 
CIVIL LIBERTIES, JUSTICE AND HOME AFFAIRS - LIBE. https://www.europarl.europa.
eu/legislative-train/api/stages/report/current/theme/civil-liberties-justice-and-home-affairs-
libe/file/review-of-the-framework-decision-on-terrorism.
48 T. Brück, F. Schneider, M. Karaisl (June 30, 2007) A Survey on the Economics of Security 
with Particular Focus on the Possibility to Create a Network of Experts on the Economic Analysis 
of Terrorism and Anti-Terror Policies and on the Interplay between the Costs of Terrorism and of 
Anti-Terror Measures – the State of Play of Research. DIW Berlin For the European Commis-
sion, Directorate General Justice, Freedom and Security. https://ec.europa.eu/home-affairs/
sites/homeaffairs/files/doc_centre/terrorism/docs/sececon_full_report_en.pdf.
49 T. Krieger, D. Meierrieks (January 2019) The Economic Consequences of Terrorism for 
the European Union. Albert-Ludwigs-Universität Freiburg https://www.econstor.eu/bit-
stream/10419/191637/1/104712761X.pdf.
50 C.R. Sunstein, R. Zeckhauser (2008) Overreaction to Fearsome Risks. John M. Olin Program 
in Law and Economics Working Paper No. 446.
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to an average increase of government expenditure by 0.17%, while reduced
economic growth by about 0.4%51.

3.1 The political aftermath of 2015 Paris attacks

Immediately after November 13, 2015 Paris attacks, French president 
Holland declared “We will be merciless toward the barbarians of Islamic 
State group ... the country must take appropriate action” and, as for Bush’s 
2001 “war on terror”, to stress the international effort to fight Islamic-inspired
terrorism, he declared he would “destroy the Islamic State”.52 In this frame, 
he also announced that France would increase its defense budget by close to 
€4bn over four years, in response to extremist threats after the Paris jihadist 
attacks.

3.2 Militaristic approach: a necessary disproportionate response

This declaration immediately sparked police operations across the coun-
try that brought to 23 arrests and dozens of weapons seized in a series of raids
on suspected Islamist militants53, meanwhile, at an international level, the
French Defense Ministry sent 12 French aircraft, including 10 fighter jets, to 
lead an air raid coordinated with American forces, and destroyed two Daesh
targets in Raqqa.54

Another immediate response of the French Government in terms of mil-
itary recruitment was the following: keep all the defense personnel (since 
3/4 of the volunteers were on fixed-term contracts) and increase to 16,000
recruitments in 2016, while developing five waves instead of three Army’s 
advertising campaigns in 2015.

The unexpected result, in only a week after November 13 Paris attacks,
was an extraordinary increase of visitors to French army’s website, sengager.
fr, from 2,000 to 20,000 and the tripling of the requests for information and

51 K. Gaibulloev, T. Sandler (July 17, 2008) Growth Consequences of Terrorism in Western Eu-
rope. Kylos Volume 61, Issue 3. https://onlinelibrary.wiley.com/toc/14676435/2008/61/3.
52 S. Lucas (November 17, 2015) Paris attacks: how effective has the military response been?. 
The Conversation. https://theconversation.com/paris-attacks-how-effective-has-the-military-re-
sponse-been-50804.
53 (November 16, 2015) Paris attacks: Many arrested in raids across France. BBC News. https://
www.bbc.com/news/world-europe-34830233.
54 A. Rubin, A. Barnard (November 15, 2015) France Strikes ISIS Targets in Syria in Retali-
ation for Attacks. The New York Times. https://www.nytimes.com/2015/11/16/world/europe/
paris-terror-attack.html.
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recruitments: from 500 to about 1,500 per day.55 An unprecedented phenom-
enon which brought to receive a total of approximately 160,000 applications
in 2015 (against 120,000 in 2014)56.

Furthermore, public opinion on the military in France improved in every 
respect. In fact, in a slowly positive trend started in 1990 (and since the terror-
ist attack, on July 25, 199557, when 8 people were killed and 84 wounded),58

positive opinions on the French military branch increased to 87% in 2016, 
making France the EU country with the highest level of confidence in the 
military sector, ahead of Germany, Spain, and Italy, where the average stood 
at 73% in November 201659.

In this respect, since France, in 2016, had an estimated 2,000 French 
nationals having traveled to the conflict zone, a survey by the Pew Research 
Centre in 2016 highlighted that 91% of French citizens interviewed thought 
Daesh was a major threat to the country (to become 88% in 2017).60 Indeed, 
on March 17, after January 2015 terrorist attack, in an attempt to fight domes-
tic terrorists, France’s Interior Minister announced that the Government had 
cut welfare benefits to 290 French citizens who had left the country to join 
jihadist groups in Iraq and Syria.61

In this context, France military expenditure, after a constant decrease in 
2010-2013 (from 56 to 53bn$), due to the enforcement of austerity policies

55 N. Gilbert (November 19, 2015) Ruée des jeunes Français vers les armées. Le Monde. 
https://www.lemonde.fr/attaques-a-paris/article/2015/11/19/ruee-des-jeunes-francais-vers-les-
armees_4813438_4809495.html?utm_campaign=Echobox&utm_medium=Social&utm_
source=Twitter#meter_toaster.
56 F. Garza (November 21, 2015) The French military has seen a surge in applications after the 
Paris attacks. Quartz. https://qz.com/556517/the-french-military-has-seen-a-surge-in-applica-
tions-after-the-paris-attacks.
57 C.R. Whitney (December 4, 1996) 2 Die as Terrorist Bomb Rips Train at a Paris Station.
The New York Times https://www.nytimes.com/1996/12/04/world/2-die-as-terrorist-bomb-rips-
train-at-a-paris-station.html.
58 É. Jolly, O. Passot (July 2018) Instability and Uncertainty. Strategic Review of Security and 
Defence Challenges from a French Perspective - FRANCE AND POLAND FACING THE 
EVOLUTION OF THE SECURITY ENVIRONMENT. Institut de recherche stratégique de 
l’École militaire - issue 59.
59 Ministère des Armées (2017) La perception de la défense dans l’opinion publique européenne 
et chez les jeunes. Annuaire statistique de la défense.
60 J. Poushter, D. Manevich (August 1, 2017) Globally, People Point to ISIS and Climate 
Change as Leading Security Threats. Pew Research Center. https://www.pewresearch.org/
global/2017/08/01/globally-people-point-to-isis-and-climate-change-as-leading-security-threats.
61 Counter Extremism Project. France: Extremism & Counter-Extremism. https://www.counter-
extremism.com/countries/France.



68 DANIELE MARIA BARONE

in the EU for 2010 debt crisis and a slightly increase in 2014 (54.5bn$), in-
creased from 2015 until 2017 (56.6bn$ until 60.4bn$).62

In fact, in the immediate aftermath of 2015 Paris attacks, France spent 
nearly 1 million euros a day on the heightened security and the increased
costs for security represented a roughly 3% growth, taking overall spending 
to €131 billion.

In that same period, the jihadist threat unbalanced also the austerity poli-
cies that spread across the EU after 2010 debt crisis.

Besides guaranteeing aid to France after the French Government deci-
sion to activate Article 42.7 of the Treaty of the European Union (TEU),
according to which “If a Member State is the victim of armed aggression on its 
territory, the other Member States shall have towards it an obligation of aid and 
assistance by all the means in their power, in accordance with Article 51 of the
United Nations Charter”,63 in 2016, European leaders put security spending 
as a priority.

In the first place, the EU Commission, authorized France to receive spe-
cial treatment under budget deficit rules to strengthen security programs, 
even after having admonished France the previous year for failing to meet 
deficit reduction pledges. Indeed, France had originally planned steep cuts 
in defense spending, forced to save much-needed cash despite the need to 
ensure security. As part of these cuts, some 34,000 jobs were due to be slashed
in the 2014-2019 period but turned to 15,500 after the attacks on Charlie
Hebdo magazine64.

Then, the dire need to respond to this wage of fear caused by terrorist 
attacks perpetrated all over EU brought other Member States to shift towards 
a security approach. For instance, Germany hired more police and intelli-
gence officers, and German Defense Minister proposed to increase military 
spending by about $141bn, over 15 years.

Also, part of €12.1bn budget surplus was diverted to managing the wave of 
refugees flooding into the country.65

62 France Military Expenditure 2010 - 2020. Trading Economics. https://tradingeconomics.
com/france/military-expenditure.
63 A. Marrone, D. Fattibene (January 2016) Defence Budgets and Cooperation in Europe: De-
velopments, Trends and Drivers. Istituto Affari Internazionali (IAI). https://www.iai.it/sites/de-
fault/files/pma_report.pdf.
64 M. Barreaux (April 29, 2015) Paris Attacks Spur France To Boost Budget. Defense News. 
https://www.defensenews.com/2015/04/29/paris-attacks-spur-france-to-boost-budget.
65 L. Alderman (January 31, 2016) Terror Threats Thaw Budgets Across Europe. The New York
Times. https://www.nytimes.com/2016/02/01/business/international/europe-training-financial 
-firepower-on-terrorism.html.



 EU ECONOMIC LOSSES IN THE HAZE OF JIHAD 69

3.3 Deradicalization programs: political and economic costs

Another relevant aspect of EU Member States budget expenditure in the
aftermath of terrorist attacks was in the field of deradicalization programs.66

In 2015, the France government announced that in the deradicalization 
sector 2,680 new jobs would be created and raised the budget by €425mn to
the fight against terrorism.

The first effort in the developments of counter-narratives led to the launch
of stop-djihadisme.gouv.fr website, along with related accounts on Twitter 
and Facebook.

The campaign aimed to highlight the penalties for the promotion of ter-
rorism or other terrorist activities and support the military and stabilization 
operations of France and its allies in war zones, but rarely engaged directly
with jihadist narratives, except during specific campaigns, such as #Toujo-
ursLeChoix #AlwaysTheChoice67. Despite its large reach (8 citizens on 10) 
#ToujoursLeChoix campaign also generated suspicion, due to its link to the 
reporting body of radical behavior, and even provoked counter-campaigns
and mockery by some jihadists with the #NoChoice campaign.68

In the meantime, at a European level, in July 2015 was established the EU 
Internet Referral Unit (EU IRU)69 a special unit at Europol, which increased 
its number of staff employed in 2015-2019 from approximately 950 to 1,300
people70, aimed to detect and investigate malicious contents on the internet 
and in social media in order to monitor terrorism online. The unit comprises 
a team of experts with multiple and diverse knowledge and skills (e.g. experts 
in religiously inspired terrorism, translators, ICT developers, and law enforce-
ment, etc.). Until 2017, when its annual budget was €4.5mn71, the EU IRU

66 EU Commission - Research and Innovation (March 29, 2019) Practicies Project Objective 
H2020-SEC-06-FCT-2016 Research and Innovation Action (RIA) Partnership against violent 
radicalization in cities Project Number: 740072. https://ec.europa.eu/research/participants/doc-
uments/downloadPublic?documentIds=080166e5c39cd363&appId=PPGMS.
67 N. Hénin (March 2, 2018) “Prevent to Protect”: Analysis and Perspective on the French Pro-
gram to Counter Terrorism and Radicalization. European Eye on Radicalization. https://eerad-
icalization.com/prevent-to-protect-analysis-and-perspective-on-the-french-program-to-coun-
ter-terrorism-and-radicalization.
68 L. Bindner (February 1, 2018) Jihadists’ Grievance Narratives against France. International 
Center for Counter-terrorism - The Hauge (ICCT). https://www.jstor.org/stable/resrep17482?-
seq=17#metadata_info_tab_contents.
69 EU INTERNET REFERRAL UNIT - EU IRU. https://www.europol.europa.eu/about-eu-
ropol/eu-internet-referal-unit-eu-iru.
70 (2019) Number of staff employed by Europol from 2001 to 2019. Statista. https://www.stati-
sta.com/statistics/1178667/europol-staff-levels.
71 EU Toghter We Project. https://europa.eu/euprotects/our-safety/awareness-prevention-how- 
eu-combating-radicalisation-across-europe_en.
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has assessed in total 42.066 pieces of content and, on average, the content 
flagged for referrals has been removed in 86% of the cases.

In May 2016, in France, the deradicalization plan adopted in 2014 was
replaced by the PART - Plan d’action contre la radicalisation et le terrorisme. 
An approximately €100mn plan for countering jihadism ideology. It provided 
50 new measures that introduced, among other, new priorities as the develop-
ment of applied research in terms of counter-arguments by involving France’s 
Islamic community, the improvement of detecting signs of radicalization and
terrorist networks at the earliest possible stage, in an attempt to “prevent ter-
rorists from procuring arms and financing”72, and create a common culture 
of safety73.

As part of this action plan, in July 2016, the French government allocated,
in a 2-years plan, €40mln to establish new de-radicalization centers across the 
country. €2.5mln of this budget went to Pontourny, the first French deradical-
ization center opened in the small village of Beaumont-en-Véron, as the first 
of 12 others around the country.74

It has to be taken into account that, in France, in that period, as more
money was being invested in anti-radicalization measures, more individuals 
got interested in the matter. This phenomenon created the so-called business 
of radicalization, that caused the emergence of many self-proclaimed special-
ists, usually not very able to address the phenomenon.75

This lack of preparation brought to the end of this project in less than a 
year. The radicalization issue in Pontourny was addressed on the premise that 
one ideology could replace another and based on the voluntary participation
of allegedly radicalized subjects. Furthermore, it caused disorders among the 
residential areas nearby the center, due to citizens worried for their safety.76

This approach highlighted a lack of knowledge and investments in pre-
venting programs, showing that, differently from the military approach,
which generates much more consensus in the short term, de-radicalization is 

72 (May 10, 2016) Eliminating jihadism is the great challenge of our generation. https://www.
gouvernement.fr/en/eliminating-jihadism-is-the-great-challenge-of-our-generation.
73 https://www.gouvernement.fr/reagir-attaque-terroriste.
74 E. Souris, S. Singh (November 23, 2018) Want to Deradicalize Terrorists? Treat Them Like 
Everyone Else. Foreign Policy. https://foreignpolicy.com/2018/11/23/want-to-deradicalize-ter-
rorists-treat-them-like-everyone-else-counterterrorism-deradicalization-france-sri-lanka-pon-
tourny-cve.
75 H. Mechaï (July 14, 2019) The ‘deradicalisation’ business: How French attacks spawned a 
counter-extremism industry. Middle East Eye. https://www.middleeasteye.net/news/deradicali-
sation-business-how-french-attacks-spawned-counter-extremism-industry.
76 S. Fillon (September 2, 2017) What we can learn from France’s failed deradicalization center. 
La Stampa. https://www.lastampa.it/esteri/la-stampa-in-english/2017/09/02/news/what-we-
can-learn-from-france-s-failed-deradicalization-center-1.34412986.
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part of a prevention work that requires time and vision that can’t exclusively 
favor a more securitized rather than a preventive approach.77

In September 2017, Macron focused on new programs and pledged addi-
tional resources to address conditions that terrorists exploit for recruitment.78

The plan was fulfilled in February 201879 and, among its innovations, includ-
ed applied scientific research and knowledge sharing with countries facing 
the same subject, as well as deradicalization and disengagement in schools
and prisons. The 2018 program did not, however, include a social or econom-
ic component in favor of disadvantaged cities identified as fertile grounds for
radicalization.80

3.4 EU-funded programs and budget

In July 2017, through its different funding programs, the EU Commission
provided financial support, amounting to more than €300mn, to a large num-
ber of projects, within and outside the EU, tackling radicalization81.

Moreover, the EU established the Internal Security Fund (ISF), an instru-
ment for financial support for police cooperation, which committed between
2014 and 2020 a total amount of €3.8bn.

It is composed of two instruments, ISF Borders and Visa (ISF-B&V),
aimed at achieving a uniform and high level of control of the external bor-
ders by supporting integrated borders management,82 and ISF Police (ISF-P), 
aimed at enhancing the capacity of the EU member States and the Union 
for managing effectively security-related risk and crisis83. The ISF-P and the 
EU Commission fund also research projects on radicalization as the Radical-

77 B.T. Said, H. Fouad (September 2018) Countering Islamist Radicalisation in Germany: A 
Guide to Germany’s Growing Prevention Infrastructure. International Center for Counter-Ter-
rorism - The Hauge. https://icct.nl/app/uploads/2018/09/ICCT-Said-Fouad-Countering-Isla-
mist-Radicalization-in-Germany-Sept2018.pdf.
78 (2017) 2017 Country Report on Terrorism for France. US Embassy & Consulate in France. 
https://fr.usembassy.gov/2017-country-report-on-terrorism-for-france.
79 (February 23, 2018) «Prévenir Pour Protégeré » Plan national de prévention de la radicalisa-
tion. https://www.gouvernement.fr/sites/default/files/contenu/piece-jointe/2018/02/2018-02-23
-cipdr-radicalisation.pdf.
80 J. Jacquin (February 23, 2018) Le gouvernement lance un plan tous azimuts de prévention 
de la radicalisation. Le Monde. https://www.lemonde.fr/societe/article/2018/02/23/le-gouver-
nement-lance-un-plan-tous-azimuts-de-prevention-de-la-radicalisation_5261486_3224.html.
81 European Parliament (May 2018) The return of foreign fighters to EU soil. https://www.
europarl.europa.eu/RegData/etudes/STUD/2018/621811/EPRS_STU(2018)621811_EN.pdf.
82 Internal Security Fund - Borders and Visa. https://ec.europa.eu/home-affairs/financing/fund-
ings/security-and-safeguarding-liberties/internal-security-fund-borders_en.
83 https://ec.europa.eu/home-affairs/financing/fundings/security-and-safeguarding-liberties/inter-
nal-security-fund-police_en.
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ization Awareness Network (RAN), which has earmarked a budget of €25mn 
over 2015-201984.

About creating a common counter-terrorism approach across the EU, be-
tween 2002 and 2009, Europol’s budget increased from €53 million to €68
million and, in 2016, was over €100 million. In this frame, in January 2016, 
a European Counter-Terrorism Centre (ECTC), a platform by which mem-
ber states can increase information sharing and operational cooperation, was 
launched within Europol, following a decision from the Justice and Home 
Affairs Council of 20 November 201585.

Furthermore, since July 2016 Cepol was established, the EU Agency for
Law Enforcement Training. The agency, with an annual budget approxi-
mately between €8/10mn86, operates with the aim to facilitate cooperation 
and knowledge sharing among law enforcement officials of the EU Member
States and from third countries on EU priorities in the field of security.87

To facilitate professional networking among EU and partners, Cepol im-
plemented the EU/MENA Counter-Terrorism Training Partnership, which
basically consists of training activities and a platform for police and other law
enforcement specialists to exchange know-how, latest crime developments, 
and counter-measures.88

The EU-funded project, which budget amounted to € 6.5 million in 2019,
has led Cepol to collaborate with the authorities of countries such as Algeria,
Jordan, Lebanon, Morocco, Tunisia, and Turkey on issues such as cybersecu-
rity, the fight against online extremism and to terrorism.89

3.5 The dire need for unpopular, supranational, and long-term
decisions in counter-terrorism

As seen in France, the mass psychological effects of terrorism brings citi-
zens to demand an immediate reaction of the government to a terrorist attack.

Because of this, governments tend to respond with traditional counter-ter-
rorism policies that try to reduce the perceived terrorist threat by increasing
the direct costs of terrorism to highlight the visibility of military deployment.

84 https://ec.europa.eu/home-affairs/what-we-do/networks/radicalisation_awareness_network_en.
85 https://www.europol.europa.eu/about-europol/european-counter-terrorism-centre-ectc.
86 Budget, Cepol (2019) https://www.cepol.europa.eu/sites/default/files/Annual%20Budget%20
2019.pdf.
87 https://www.cepol.europa.eu/who-we-are/european-union-agency-law-enforcement-training/about-
us.
88 (2017) User guide FOR the CEPOL CT 2 EXCHANGE PROGRAMME. Cepol.
89 (November 10, 2020) Revealed: The EU Training Regime Teaching Neighbours How to Spy.
Privacy International. https://privacyinternational.org/long-read/4289/revealed-eu-training-re-
gime-teaching-neighbours-how-spy.
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Even though the literature suggests that terrorist threats and public spending
on CT are linked in a cause and effect relationship, increased spending is 
not always followed by a reduced incidence of terrorism.90 On the contrary, 
repressive measures, in the long-term, usually lead to socio-economic costs
because of the consequences of restrictions to political rights and civil liber-
ties that are implemented in the hope of countering terrorism. The outcomes
of these necessary measures may also disincentivize business activities.91

These actions should be combined with policies that enhance deradicali-
zation programs which, contrariwise to repressive ones, may take effect in the 
long run and also require a multidisciplinary and complex approach. Thus, 
immediately after a terrorist attack, may not be overly popular among the 
public opinion or policy-makers.

However, while CT remains mainly a national policy matter, it is more 
and more becoming an area of higher priority at the EU level, which is devel-
oping and improving over the years.

A supranational design of CT measures is more likely to effectively coun-
ter international terrorism by overlapping security know-how and information
sharing unbalances among EU Member States, providing a democratically
legitimized and coordinated long-term vision of terrorism issues, and estab-
lishing an appropriate international legal framework on terrorism.

4. Global challenges

As analyzed in the previous articles, the impact of a terrorist attack can af-
fect a country’s peace dividends92 and, as a consequence, its whole economy.93

In addition, according to rough calibrations, an increase in public military-se-
curity spending by 1% of GDP and private security spending by 0.5% of GDP
would reduce output by about 0.7% in five years.94

90 O.E. Danzell, S. Zidek (August 24, 2013) Does counterterrorism spending reduce the inci-
dence and lethality of terrorism? A quantitative analysis of 34 countries. Dedense & Security
Analysis. Volume 29. https://www.tandfonline.com/doi/abs/10.1080/14751798.2013.820970.
91 T. Krieger, D. Meierrieks (January 2019) The Economic Consequences of Terrorism for 
the European Union. Albert-Ludwigs-Universität Freiburg https://www.econstor.eu/bit-
stream/10419/191637/1/104712761X.pdf.
92 Peace dividend is the possibility of a State, which is no longer at war, to reduce military
spending.
93 E. Fieser, M. Bristow (March 8, 2019) What Peace Dividend? Terror Attacks on Colom-
bia Pipelines Double. Bloomberg. https://www.bloomberg.com/news/articles/2019-03-08/
what-peace-dividend-terror-attacks-on-colombia-pipelines-double.
94 P. Lenain, M. Bonturi, V. Koen (July 2002) IV. Economic consequences of terrorism. Pub-
lic spending on security threatens fiscal consolidation. OECD. http://www.oecd.org/economy/
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With these premises, the primary consequence of tighter security is the
reduction of the level of productivity as, for instance, waiting times lengthen
at airports or borders, and public financial support to strategic industries and
protectionist measures could also distort competition and reduce productivity 
growth.95

Moreover, the economic impact of transnational terrorism, as Islamic-in-
spired terrorism, spreads in more than one country. This international aspect 
can stem from the victims, targets, institutions, supporters, terrorists, or im-
plications96.

Indeed, in an economically interconnected world, terrorist incidents have
the potential to generate an international network of consequences on the
rules of the economy, reverberating in the perception of globalization of both
private and public entities.97

In Europe, macroeconomic repercussions of jihadist terrorist attacks
need to get monitored by acknowledging interdependencies among mem-
ber-states, their links to other countries, and how the EU as a whole connects 
to the rest of the world.

In this respect, the analysis needs to focus on the most relevant fields af-
fected by terrorist attacks that, by definition, require interactions among dif-
ferent countries.

4.1 Effects on trade in the aftermath of large-scale jihadist 
attacks

In most developed countries, terrorism generally does not affect the entire
macroeconomic environment. For instance, terror attacks that occurred in
the EU in 2015, 2016, and 2017 appear to have had no significant influence
on foreign exchange markets or the value of any member-states’ currency, 
very differently from what happened to currency pairs98 in previous attacks 
that occurred in Western countries. This finding suggests that market partici-

outlook/1935314.pdf; https://www.oecd-ilibrary.org/economics/the-economic-consequenc-
es-of-terrorism_511778841283.
95 K.R. Ahern (February 2018) The Importance of Psychology in Economic Activity: Evidence 
from Terrorist Attacks. NBER - National Bureau of Economic Research. https://www.nber.org/
papers/w24331.
96 T. Sandler, W. Enders (2007) ECONOMIC CONSEQUENCES OF TERRORISM IN 
DEVELOPED AND DEVELOPING COUNTRIES: AN OVERVIEW. University of Texas -
Dallas. https://personal.utdallas.edu/~tms063000/website/Econ_Consequences_ms.pdf.
97 S.B. Blomberg, G.D. Hess, A. Weerapanac (April 15, 2004) Economic conditions and terror-
ism. European Journal of Political Economy. https://bit.ly/36M6qwv.
98 Price quote of the exchange rate for two different currencies traded in Foreign exchange FF
markets.
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pants have probably learned how to better assess such events, thus, react more 
calmly and rationally to them, not treating them as unexpected events likely
to significantly affect the foreign exchange market.99

Nonetheless, by affecting various sectors, terrorism still has the potential
to impact relations among states and, even in developed countries, become a 
primary consideration in formulating investment decisions.100

The first sector affected by the symptoms of an altered relation with for-
eign countries after terrorist incidents is trade.

In this field, so far, existing studies report a variety of findings on the effects 
of terrorism.

For instance, one set of studies, by analyzing annual panel data sets of 
aggregate bilateral trade flows, find that terrorism has a statistically signifi-
cant and robust negative effect on trade, quite similar to civil wars101, because 
terrorism may divert government expenditures from more productive public
investment to less productive security activities, thereby reducing economic
growth, export production, and import demand.102

Other studies highlight possible variations in the terrorism-trade nexus at a 
product level; by analyzing trade in primary commodities and manufactured
goods separately, their results suggest that the reduction in total trade induced 
by terrorist incidents is caused by a decline in trade of manufactured goods
while, in a multi-sector model, trade in primary commodities may even in-
crease after a terrorist attack, by shifting from a terrorism-impacted manufac-
turing sector to a less-impacted primary sector, thereby lowering costs in the 
latter. In particular, the 2018 study by Bandyopadhyay, Sandler, and Younas 

99 C. Hassapis, S. Katsikides, S. Markoulis (November 5, 2018) Terror Attacks, Foreign 
Exchange Markets and Class Dynamics. InTech Open. https://www.intechopen.com/
books/classes-from-national-to-global-class-formation/terror-attacks-foreign-exchange-mar-
kets-and-class-dynamics.
100 D. Wagner (February 2006) The Impact of Terrorism on Foreign Direct Investment. IRMI. 
https://www.irmi.com/articles/expert-commentary/the-impact-of-terrorism-on-foreign-direct-
investment#5.
101 A. Abadie, J. Gardeazabal (March 2003) The Economic Costs of Conflict: A Case Study 
of the Basque Country. American Economic Review Vol 93. NO. 1. https://www.aeaweb.org/
articles?id=10.1257/000282803321455188.
102 Blomberg, Hess, Orphanides examined a pooled cross section of 177 countries from 1968
to 2000 and found that if a country experienced transnational terrorist incidents on its soil in 
each year of the sample period, then per capita income growth fell by 1.587% points over the
entire sample period. S.B. Blomberg, G.D. Hess, A. Weerapanac (April 15, 2004) Economic 
conditions and terrorism. European Journal of Political Economy. https://bit.ly/36M6qwv.
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asserts that domestic terrorism reduces manufactured exports and increases
primary exports, while transnational terrorism reduces primary exports.103

A recent study focused on the effects of three large-scale terrorist incidents 
in France (January 2015, November 2015, and July 2016), thus, concentrat-
ing the analysis on the incidents that received massive public attention rather
than observable outcomes as the number of casualties or fatalities, which still 
represents the most popular approach to weight attacks in the empirical liter-
ature, documents an immediate and lasting decline in cross-border trade after
a mass terrorist attack. The reduction in trade mainly takes place along the 
intensive margin (i.e. exports per exporting firm),104 with particularly strong 
effects for partner countries with low border barriers to France, for firms with
less frequent trade activities, and for homogeneous products (i.e. products
with the same physical characteristics and quality as similar products from 
other suppliers). The study identifies the casualty of these patterns mainly in
the increase in trade costs due to stricter security measures.105

In this respect, a variable constructed by the World Bank, ImportTime, in
its “Doing Business project106” measures the time burden of procedures faced
by importers.

By using ImportTime variable, researchers found that terrorist attacks in 
a neighboring country cause a 4% decrease in bilateral trade and that about 
half of this reduction is caused by the time to import increases, proving that 
stricter trade-related counter-terrorism regulations depress trade through in-
creased time delays107. 

Indeed, the just-in-time supply chain management system depends to a 
large degree on the efficiency of border crossings. A strong increase in secu-

103 By using augmented gravity model’s variables applied to bilateral trade, for a world sample
of 151 countries over the period 1995–2012, Bandyopadhyay, Sandler, and Younas found that 
both domestic and transnational terrorism have a detrimental effect on manufactured imports.
S. Bandyopadhyay, T. Sandler, J. Younas (April 17, 2018) Trade and terrorism: A disaggregated 
approach. Journal of Peace Research Volume: 55 issue: 5. https://journals.sagepub.com/doi/
full/10.1177/0022343318763009#_i24.
104 A. Fernandes, P.J. Klenow, S. Meleshchuk, M. Denisse Pierola, A. Rodriguez-Clare (De-
cember 7, 2018) The Intensive Margin in Trade. International Monetary Fund. https://www.
imf.org/en/Publications/WP/Issues/2018/12/07/The-Intensive-Margin-in-Trade-46389.
105 V. Nitsch, I. Rabaud (November 24, 2019) Under Attack: Terrorism and International Trade 
in France, 2014-16. Document de Recherche du Laboratoire d’Économie d’Orléans Working 
Paper Series, Economic Research Department of the University of Orléans (LEO), France DR 
LEO 2019-12. https://hal.archives-ouvertes.fr/hal-02411649/document.
106 http://www.doingbusiness.org.
107 C.S. Pham, H. Doucouliagos (June 2017) An Injury to One Is an Injury to All: Terrorism’s 
Spillover Effects on Bilateral Trade. IZA Institute of Labor Economics - Initiated by Deutsche
Post Foundation. http://ftp.iza.org/dp10859.pdf.
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rity measures at borders may increase the ad valorem tax (a tax based on the
assessed value of an item, such as import duty taxes on goods from abroad) 
of trading internationally by 1% to 3%, leading to a significant drop in inter-
national trade, negatively affecting openness, productivity, and medium-term 
output growth.108

In this respect, Pham and Doucouliagos, according to synthetic data rep-
resenting a sample of a nation that imports from 88 exporters, calculated
that each additional terrorist attack in a neighboring country reduces bilat-
eral trade by nearly 0.013% on average which translates into a reduction of 
approximately $6.4mn in its total trade. In these terms, on average, due to the
increase of trade both economic and time costs, a terrorist attack would be 
able to affect bilateral trade up to five years after the event.

4.2 Taking the foreign investor perspective

The consequences of terrorist attacks could bring investors and market 
analysts to reassess expectations related to the economy of one country109 and 
reduce the expected return to investment.110 This assessment is likely to influ-
ence the actions of market participants and the way financial markets react to
the specific event111, including the time they will require to feel reassured by
increasing uncertainty.

According to the FDI Confidence Index, annually published by the con-
sulting firm Kearney, even in a strong economy as Belgium, foreign direct 
investments (FDI) flows fell dramatically in 2016 due to the jihadist terrorist 
attacks, causing a GDP growth holding steady at 1.4% annually for the next 
2 years instead of 2%.112

108 P. Lenain, M. Bonturi, V. Koen (July 2002) IV. Economic consequences of terrorism. Pub-
lic spending on security threatens fiscal consolidation. OECD. http://www.oecd.org/economy/
outlook/1935314.pdf; https://www.oecd-ilibrary.org/economics/the-economic-consequenc-
es-of-terrorism_511778841283.
109 A.H. Chen, T.F. Siems (2004) The effects of terrorism on global capital markets. European Journal 
of Political Economy. https://www.sciencedirect.com/science/article/pii/S0176268003001022?ca-
sa_token=Yb5kn2pKRY8AAAAA:EZyIGHeOGWzzYkvFnKYg-FWLCA1WAL8ttSHykGnF8udi-
uXFR35NgtWk2y6Iqj6QkJDFYAsBq1g.
110 A. Abadie, J. Gardeazabal (October 9, 2007) Terrorism and the world economy. European 
Economic Review 52. https://economics.mit.edu/files/11864.
111 (March 22, 2016) Terror attack in Brussels sends stock markets lower. The Irish Times.
https://www.irishtimes.com/business/markets/terror-attack-in-brussels-sends-stock-markets-
lower-1.2582961.
112 (2017) The 2017 Kearney Foreign Direct Investment Confidence Index. Kearney. https://
www.kearney.com/foreign-direct-investment-confidence-index/2017-full-report.
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Even though the behavior of foreign investors is difficult to predict and
depends on several factors, including long-term objectives,113 protracted do-
mestic terrorism or terrorist attack which cause a huge conventional or social 
media cover (e.g. jihadist attack in Belgium in 2016114) leads to the antici-
pation of future events and, among other financial forecasts, the possibility
of rising costs of doing business due to expensive security measures. Thus, 
investors, both at home and abroad, may decide to direct their assets to safer
activities in other countries,115 thus, changing their investment plans not only 
in terms of their amount but also in terms of their composition.116

In the aftermath of jihadist attacks, the economic threat doesn’t only come
from foreign investors doubting the socio-economic stability of a country, but 
also from the investors that from member-states are willing to invest abroad.

Arab countries may be affected by this perception of threat and uncertain-
ty too.

For instance, tensions117 over the response of the French government 
to the murder of teacher Samuel Paty by an Islamist extremist in northern 
Paris sparked dozens of protests, outside French embassies and consulates, 
in multiple countries (e.g. Turkey, Bangladesh, Jordan, Qatar, Iran, Mali, 
Mauritania, Libya, Pakistan, and Indonesia)118. This sentiment caused wide-
spread calls for boycotting French goods in Muslim-majority countries, with
the protest being supported at a political level by Turkish President Erdogan 
and several other Muslim leaders, targeting other European countries too119.

113 D. Wagner (February 2006) The Impact of Terrorism on Foreign Direct Investment. IRMI. 
https://www.irmi.com/articles/expert-commentary/the-impact-of-terrorism-on-foreign-direct-
investment#5.
114 C. Fingar (August 11, 2016) Belgium minister takes the safety first route. FDI Intelligence. 
https://www.fdiintelligence.com/article/66478.
115 T. Sandler, W. Enders (2007) ECONOMIC CONSEQUENCES OF TERRORISM IN 
DEVELOPED AND DEVELOPING COUNTRIES: AN OVERVIEW. University of Texas -
Dallas. https://personal.utdallas.edu/~tms063000/website/Econ_Consequences_ms.pdf.
116 Human Rights Council - Advisory Committee - Twenty-first session (July 6-10, 2018) Draft 
report on Negative Effects of Terrorism on the Enjoyment of Human Rights.
117 France Diplomacy (29/10/2020) Call for maximum vigilance - risk of attack. https://www.di-
plomatie.gouv.fr/fr/conseils-aux-voyageurs/informations-pratiques/article/appel-a-la-vigilance-
maximale-risque-d-attentat-29-10-2020.
118 GardaWorld (October 29, 2020) Middle East/North Africa: Tensions over response to Is-
lamist attacks in France increase threat against French nationals and interests across MENA 
region. https://www.garda.com/crisis24/news-alerts/394411/middle-eastnorth-africa-tensions-
over-response-to-islamist-attacks-in-france-increase-threat-against-french-nationals-and-inter-
ests-across-mena-region.
119 G. Yildiz (November 6, 2020) Turkish-French Culture War over Islamist Radicalism and 
Islamophobia May Unite Europe against Turkey. SWP German Institute for International and 
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Many of the countries involved in the protests enjoy a profitable bilateral
relationship with France. For instance, in 2019, Bangladesh exported goods
worth $1.7 billion to France, making France its fourth biggest export market. 
French companies have investments in Bangladesh, from cement to energy, 
telecommunications, and pharmaceuticals120.

The Arab boycott of French products is not only negatively affecting 
France regional reputation in the Middle East but is likely to reduce the 
revenue that the French government could derive from taxing its successful
companies active in the region, as the supermarket chain Carrefour or luxury
brands such as L’Oréal, Garnier, and Lancôme, heavily targeted through so-
cial media in the lists of brands to avoid.

This context shouldn’t be underestimated, because a previous Muslim 
boycott of Danish goods in 2006, caused by the caricature of Prophet Mu-
hammad published by a Danish newspaper,121 led exports to Saudi Arabia fall 
by 40% and by 47% in Iran.122

4.3 Preventing a reluctancy to openness that comes from within

As written by Guéhenno “the nature of threats” is changing with globali-
zation and “the threat is no longer another competing community, but rather 
the internal weakening of communities”.123

In this context, globalization let disorders and uncertainty outside the EU 
directly affect the domestic economy of member-states on issues such as mi-
gration, security, trade, and the threat of cross-border conflict and lawlessness.

Jihadist attacks are the tip of a complex environment and, as previously 
analyzed, they spread with soft or hard long-lasting consequences that are
able to permeate every layer of society. These aspects are translated, in the 
middle/long-run, into domestic socio-economic unbalances likely to shift 
policy-makers and public opinion pendulum toward protectionism.

Security Affairs. https://www.swp-berlin.org/en/publication/turkish-french-culture-war-over-is-
lamist-radicalism-and-islamophobia-may-unite-europe-against-turkey.
120 W. Rahman (October 27,2020) Huge Bangladesh rally calls for boycott of French products - 
Will calls for a boycott work?. BBC. https://www.bbc.com/news/world-asia-54704859.
121 H.M. Fattah (January 31, 2006) Caricature of Muhammad Leads to Boycott of Danish 
Goods. The New York Times. https://www.nytimes.com/2006/01/31/world/middleeast/carica-
ture-of-muhammad-leads-to-boycott-of-danish-goods.html.
122 A. Haine (October 26, 2020) Economists shrug off boycott threat to French products from 
Muslim nations. The National News. https://www.thenationalnews.com/business/economy/
economists-shrug-off-boycott-threat-to-french-products-from-muslim-nations-1.1100136.
123 J. Guéhenno (December 7, 2010) The impact of globalisation on strategy. Survival - Global 
Politics and Strategy. https://www.tandfonline.com/doi/abs/10.1080/713660009.
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This view may impact also economic initiatives aimed at promoting last-
ing stability in those developing and unstable countries that are fundamental
to address the roots of security issues connected to jihadist terrorism.

As an example, can be mentioned the protests arose all over Europe when,
in 2016, the European Parliament voted in favor of a measure allowing Tu-
nisia to export 70,000 tons of olive oil in the European Union in two years. 
That agreement was a first step towards the creation of a safer socio-economic 
environment, in one of the EU neighboring countries most afflicted by the 
foreign fighters phenomenon, helping to change the perspective of European
action in the area of the Southern Mediterranean.124

Indeed, programs aimed at the de-escalation of conflicts and the long-
term construction of more resilient and legitimate state structures by improv-
ing foreign economic cooperation, are key strategies to provide the best foun-
dation for the EU’s objectives.

Promoting development in, for instance, the MENA region would create
an economic hinterland for the EU, increasing its scope for investment in 
areas that could meet future European needs, such as those in renewable
energy125, providing a double benefit by effectively addressing security issues 
and creating a profitable mutual environment for business opportunities.

So far, a lack of European consensus in these terms has prevented the EU 
from acquiring the influence it could otherwise have had.

5. Stuck in an affordable blame game on content 
moderation

In November 2020, following the terrorist attacks in France, Germany, 
and Austria, the European Council126 stated that “access to digital informa-
tion is becoming ever more crucial and the mobility of this data demands 
effective cross-border instruments, because otherwise terrorist networks will
in many cases be a step ahead of the investigating authorities ... access to the 

124 S.M. Torelli (March 16, 2016) The EU’s olive oil diplomacy: Italian fears and prospects for 
Tunisia. ISPI. https://www.ispionline.it/it/pubblicazione/eus-olive-oil-diplomacy-italian-fears-
and-prospects-tunisia-14834.
125 J. Barnes-Dacey, A. Dworkin (December 1, 2020) Promoting European strategic sovereignty 
in the southern neighbourhood. European Council on Foreign Relations. https://ecfr.eu/publi-
cation/promoting-european-strategic-sovereignty-in-the-southern-neighbourhood.
126 European Council. EU’s response to the terrorist threat. https://www.consilium.europa.eu/
en/policies/fight-against-terrorism.
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digital information, that is essential for preventing and eliminating terrorist 
action must be ensured and boosted.127”

It is well-known how in the field of online propaganda, radicalization128, 
and terrorist financing, non-incisive regulations on social media and end-to-
end chats can become a barrier to an effective counter-terrorism strategy.

In this field, the dilemma of taking something from privacy to improve
security, that is flowing from enhancing access to online communication, 
might affect also the economic aspect related to the spread of these instru-
ments.

In this respect, Wojciech Wiewiórowski, European Data Protection Su-
pervisor, claimed: “encryption is as critical to the digital world, as is the phys-
ical lock to the physical world”. Then, to stress the need to differentiate the
approach for requesting lawful access that can be applied to different technol-
ogies or means of communication, he declared that is useless to focus only on
a strict dichotomy between “confidentiality of communications can never be 
restricted” or “law enforcement will be unable to protect the public unless it 
can obtain access to all encrypted data”. To satisfy the requirement of propor-
tionality, the legislation must lay down clear and precise rules governing the 
scope and application of these measures and impose that the people whose
personal data is affected have sufficient guarantees that their data will be ef-
fectively protected against the risk of abuse129.

It has to be taken into account that, besides ethical dilemmas, an institu-
tional man-in-the-middle approach in these sectors may directly affect the
core business of hosting service providers, causing impacts on investments,
users’ behavior, and government budget spending.

However, even though a 100% level of security is utopian, nowadays, with 
technologies and human resources currently available and EU or member
states’ ongoing plans and regulations, is an overall control over social media 
still possible? Then, even if it was, is it directly proportional to an increase in 
radicalization and terrorist attack prevention?

127 European Council (November 13, 2020) Joint statement by the EU home affairs ministers on 
the recent terrorist attacks in Europe. https://www.consilium.europa.eu/en/press/press-releas-
es/2020/11/13/joint-statement-by-the-eu-home-affairs-ministers-on-the-recent-terrorist-attacks-
in-europe/#.
128 I. von Behr, A. Reding, C. Edwards, L. Gribbon (2013) Radicalisation in the digital era. The 
use of the internet in 15 cases of terrorism and extremism. RAND https://www.rand.org/content/
dam/rand/pubs/research_reports/RR400/RR453/RAND_RR453.pdf.
129 W. Wiewiórowski (November 19, 2020) The Future of Encryption in the EU. ISOC 2020 
Webinar. https://edps.europa.eu/sites/edp/files/publication/2020-19-11-the_future_of_encryp-
tion_eu_en.pdf.
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To answer these questions, it is useful to analyze what has been done to 
control open-source social media platform contents in both the private and
the public sector so far.

5.1 Facebook and the multifaceted cost of content monitoring

End-to-end encryption is a security tool used by some apps and servic-
es (e.g. WhatsApp130, Signal131, and Telegram)132 to provide a greater level of 
privacy and securing communication, by applying encryption to messages 
before they leave the sender’s device and allowing only the device to which it 
is sent to decrypt it. This process makes providers’ servers act as blind routers,
passing messages on without being able to read them and securing messages 
intercepted during transmission by a hacker or a government agency.133

So far, institutions have bypassed encryption barriers through the injec-
tion of state-sponsored malware on target devices, as, for example, the Italian
Legislative Decree n. 216/2017 which introduced the use of the trojan soft-
ware during investigations.134 Furthermore, there are also old methods to fight 
increasingly sophisticated crime, as the $900,000 FBI expense to hack the
San Bernadino shooter’s $350 iPhone 5.135 Or also the case of London Attack-
er, Khalid Masood, that used Facebook-owned fully encrypted chat service,
Whatsapp, to declare he was waging jihad in revenge against Western military
action in Muslim countries in the Middle East. The message detection was
made possible only because Masood’s mobile telephone was recovered after
he was shot dead136. Discovering Masood’s last recorded thoughts was the key 
part of the investigation into what lay behind the assault. A result brought by 
human and technical intelligence rather than end-to-end chat monitoring.137

130 https://www.whatsapp.com/security/?lang=en.
131 https://signal.org.
132 https://core.telegram.org/api/end-to-end.
133 A. Greenberg (October 10, 2020) Facebook Says Encrypting Messenger by Default Will Take 
Years. Wired. https://www.wired.com/story/facebook-messenger-end-to-end-encryption-default.
134 Gazzetta Ufficiale (January 11, 2018) DECRETO LEGISLATIVO 29 dicembre 2017, n. 
216. https://www.gazzettaufficiale.it/eli/id/2018/01/11/18G00002/sg.
135 CNBC (May 5, 2017) Senator reveals that the FBI paid $900,000 to hack into San Bernardi-
no killer’s iPhone. https://www.cnbc.com/2017/05/05/dianne-feinstein-reveals-fbi-paid-900000-
to-hack-into-killers-iphone.html.
136 (April 5, 2018) CEP To Facebook: Zuckerberg Must Explain Failure To Remove Extrem-
ist Content. Counter Extremism Project. https://www.counterextremism.com/press/cep-face-
book-zuckerberg-must-explain-failure-remove-extremist-content.
137 K. Sengupta (April 27, 2017) Last message left by Westminster attacker Khalid Masood uncovered 
by security agencies. The Independent. https://www.independent.co.uk/news/uk/crime/last-mes-
sage-left-westminster-attacker-khalid-masood-uncovered-security-agencies-a7706561.html.
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Cases like this generated an increasing pressure from institutions to the
private sector to regulate contents spread on social media. Indeed, from the
chat providers point of view, end-to-end encryption doesn’t only represent 
a move towards users’ right to privacy but also a discharge of responsibility 
that allows them being no longer bound to create backdoor access to users’ 
messages.138

In this regard, Facebook, in contrast to its business built around the mon-
etization of user data, plans to make all messages on the app fully end-to-
end encrypted by default.139 Indeed, this change, which imposes a complex
and long-lasting re-architecture of the entire product involving an expensive
rebuilding of every feature of Facebook Messenger,140 is likely to make the 
company physically unable to moderate a large part of encrypted contents in 
users chats.141

Despite the costs of changing the messaging infrastructure and being de-
prived of over 2.7 billion monthly active users’142 private conversations, Face-
book’s priority seems to be that, with end-to-end encryption, the company 
will no longer have backdoor access to users’ messages. Thus, it won’t be
forced to comply with requests from law enforcement agencies to access data.

According to researchers and journalists, this move seems to be more re-
lated to the growing pressure applied on Facebook to moderate user content 
by Australia, the US, the EU, and the UK with the threat of sanctions, rather 
than to the accomplishment of the legitimate requests made by privacy ad-
vocates.143

138 R. Musotto, D.S. Wall (December 16, 2020) Facebook’s push for end-to-end encryption is 
good news for user privacy, as well as terrorists and paedophiles. The Conversation. https://
theconversation.com/facebooks-push-for-end-to-end-encryption-is-good-news-for-user-privacy-
as-well-as-terrorists-and-paedophiles-128782.
139 M. Zuckerberg (March 6, 2019) A Privacy-Focused Vision for Social Networking. https://
www.facebook.com/notes/mark-zuckerberg/a-privacy-focused-vision-for-social-networ-
king/10156700570096634.
140 I. Metha (October 31, 2019) Facebook is testing end-to-end encryption for secret Messen-
ger calls. TNW. https://thenextweb.com/facebook/2019/10/31/facebook-is-testing-end-to-end-
encryption-for-secret-messenger-calls.
141 Z. Doffman (October 6, 2019) Here Is What Facebook Won’t Tell You About Message En-
cryption. Forbes. https://www.forbes.com/sites/zakdoffman/2019/10/06/is-facebooks-new-en-
cryption-fight-hiding-a-ruthless-secret-agenda/#6ec67b3b5699.
142 J. Clement (November 24, 2020) Facebook: number of monthly active users worldwide 2008-
2020. Statista. https://www.statista.com/statistics/264810/number-of-monthly-active-facebook-
users-worldwide.
143 H. Abelson, R. Anderson, S.M. Bellovin, J. Benaloh, M. Blaze, W. Diffie, J. Gilmore, M.
Green, S. Landau, P.G. Neumann, R.L. Rivest, J.I. Schiller, B. Schneier, M. Specter, D.J. 
Weitzner (July 7, 2015) Keys Under Doormats: mandating insecurity by requiring government ac-
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Indeed, content moderation is becoming an ever-growing issue for the
company.

In 2017, Facebook had more than 7000 content moderators144. They 
earned roughly $15 per hour,145 a fraction of what full-time workers earn (me-
dian annual salaries for Facebook employees was $240,000 in 2017), and, 
after only a two-week training course,146 they started deciding if removing or 
escalating terrorist content, flagged either by users or algorithms, by looking 
at the captions as well as the images themselves.147

In May 2020, Facebook agreed to pay $52mn to current and former mod-
erators to compensate them for PTSD148 developed on the job.149 Besides the 
relatively irrelevant cost for the company, this episode highlighted the its lack 
of consciousness on such a delicate issue as content monitoring.

With global IP traffic predicted to grow at a compound annual growth 
rate150 of 20% from 2018-2023151, the number of Facebook content moderators 
nowadays has already doubled (roughly 15,000, at 20 sites globally, who speak 
over 50 languages combined) and they’re mostly outsourced from compa-

cess to all data and communications. https://www.schneier.com/wp-content/uploads/2016/09/
paper-keys-under-doormats-CSAIL.pdf.
144 M. Zuckerberg (May 3, 2017) https://www.facebook.com/zuck/posts/10103695315624661.
145 O. Solon (May 25, 2017) Underpaid and overburdened: the life of a Facebook moderator.
The Guardian. https://www.theguardian.com/news/2017/may/25/facebook-moderator-under-
paid-overburdened-extreme-content.
146 (May 24, 2017) How Facebook guides moderators on terrorist content. The Guardian. https://
www.theguardian.com/news/gallery/2017/may/24/how-facebook-guides-moderators-on-terror-
ist-content.
147 P.M. Barret (June 2020) Who Moderates the Social Media Giants? A Call to End Outsourc-
ing. NYU Stern. https://bhr.stern.nyu.edu/tech-content-moderation-june-2020.
148 S.E. Garcia (September 25, 2018) Ex-Content Moderator Sues Facebook, Saying Violent 
Images Caused Her PTSD. The New York Times. https://www.nytimes.com/2018/09/25/tech-
nology/facebook-moderator-job-ptsd-lawsuit.html.
149 C. Newton (May 12, 2020) Facebook will pay $52 million in settlement with moderators 
who developed PTSD on the job. The Verge. https://www.theverge.com/2020/5/12/21255870/
facebook-content-moderator-settlement-scola-ptsd-mental-health.
150 Compound annual growth rate (CAGR) is the net gain or loss of an investment over a
specified time period that would be required for an investment to grow from its beginning 
balance to its ending balance, assuming the profits were reinvested at the end of each year of 
the investment’s lifespan. https://www.investopedia.com/terms/c/cagr.asp.
151 Cisco Annual Internet Report (March 9, 2020) https://www.cisco.com/c/en/us/solutions/
collateral/executive-perspectives/annual-internet-report/white-paper-c11-741490.html.
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nies like Accenture, Cognizant,152 Arvato, and Genpact153. Moreover, once 
the number of moderators raised in only two years, the working conditions
deteriorated and training for moderators was depleted.154

These events inevitably brought to a 10% flagging posts error rate, as Face-
book has itself admitted.155 Given that reviewers have to wade through three 
million posts per day, that equates to 300,000 mistakes daily.156

Nevertheless, only in the second quarter of 2020 Facebook removed about 
8.7 million pieces of terrorist contents (according to the company’s definition: 
non-state actors that engage in or advocate for violence to achieve political,
religious or ideological aims).157 But researchers, nowadays as in the past,158

argue it is still impossible to gauge just how many posts escape the dragnets
on a platform so large.159

In this respect, automated systems using AI and machine learning notably
invoked by Facebook CEO as the future solution to Facebook’s current polit-
ical problems, are certainly helping with moderation. AI classifies user-gen-
erated content based on either matching or prediction, leading to a decision

152 E. Dwoskin, N. Tiku (March 24, 2020) Facebook sent home thousands of human moderators 
due to the coronavirus. Now the algorithms are in charge. The Washington Post. https://www.
washingtonpost.com/technology/2020/03/23/facebook-moderators-coronavirus.
153 Q. Wong (June 19, 2019) Facebook content moderation is an ugly business. Here’s who 
does it. CNet. https://www.cnet.com/news/facebook-content-moderation-is-an-ugly-business-
heres-who-does-it.
154 D. Gilbert (January 9, 2020) Facebook Is Forcing Its Moderators to Log Every Second 
of Their Days. Vice News. https://www.vice.com/en/article/z3beea/facebook-moderators-law-
suit-ptsd-trauma-tracking-bathroom-breaks.
155 Cambridge Consultants (2019) USE OF AI IN ONLINE CONTENT MODERATION. 
Ofcom. https://www.ofcom.org.uk/__data/assets/pdf_file/0028/157249/cambridge-consultants 
-ai-content-moderation.pdf.
156 C. Jee (June 8, 2020) Facebook needs 30,000 of its own content moderators, says a new 
report. MIT Technology Review. https://www.technologyreview.com/2020/06/08/1002894/
facebook-needs-30000-of-its-own-content-moderators-says-a-new-report.
157 R. Levy (August 11, 2020) Facebook Removed Nearly 40% More Terrorist Content in Second 
Quarter. The Wall Street Journal. https://www.wsj.com/articles/facebook-removed-nearly-40-
more-terrorist-content-in-second-quarter-11597162013.
158 CEP Staff (October 12, 2020) Updated: Tracking Facebook’s Policy Changes. Coun-
ter Extremism Project. https://www.counterextremism.com/blog/updated-tracking-face-
book%E2%80%99s-policy-changes.
159 D. Uberti (July 9, 2020) Why Some Hate Speech Continues to Elude Facebook’s AI Ma-
chinery. The Wall Street Journal. https://www.wsj.com/articles/facebooks-artificial-intelli-
gence-doesnt-eliminate-objectionable-content-report-finds-11594287000.
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outcome (e.g. removal, blocking, account takedown)160 theoretically making 
suspect contents quicker to process to human moderators, at a later stage.161

Using a technique called Whole Post Integrity Embeddings (WPIE) Face-
book’s systems ingest deluges of information, including images, videos, text 
titles and bodies (that can translate between 100 languages)162, comments, 
text in images from optical character recognition, transcribed text from audio
recordings, user profiles, interactions between users, external context from
the web, and knowledge base information. Then, fusion models combine
the representations to create millions of embeddings, which are used to train
learning models that flag content for each category of violations.163 In early 
January 2020, the company also released software that turns speech into text 
in real-time, opening up the possibility of better captioning of live video164.

Nonetheless, not every content can be classified, even by humans. Some
posts have many shades of meaning or are very context-dependent, making it 
crucial to find the right balance between technology and human expertise.

In 2018, when Facebook stated that 99% of terrorist content on the plat-
form were deleted, the Counter Extremism Project found that some of the
most prolific Islamist extremists remained active on Facebook165. Nowadays, 
for instance, the Islamist preacher who reportedly played a role in radicaliz-
ing Bataclan suicide bomber,166 Oman Mostefai, through sermons at a Paris 
mosque, continues, at the time of reporting, to have an active presence on-
line, including on his official Facebook page. Same as Yusuf al-Qaradawi, 

160 R. Gorwa, R. Binns, C. Katzenbach (February 28, 2020) Algorithmic content moderation: 
Technical and political challenges in the automation of platform governance. Sage Journals. 
https://journals.sagepub.com/doi/full/10.1177/2053951719897945.
161 J. Vincent (February 27, 2019) AI won’t relieve the misery of Facebook’s human moderators.’
The Verge. https://www.theverge.com/2019/2/27/18242724/facebook-moderation-ai-artifi-
cial-intelligence-platforms.
162 J. Khan (November 19, 2020) Facebook’s A.I. is getting better at finding malicious content—’
but it won’t solve the company’s problems.’ Fortune. https://fortune.com/2020/11/19/facebook-
ai-content-problems-artificial-intelligence.
163 K. Wiggers (November 13, 2020) Facebook’s redoubled AI efforts won’ ’t stop the spread of 
harmful content. Venture beat. https://venturebeat.com/2020/11/13/facebooks-redoubled-ai-ef-
forts-wont-stop-the-spread-of-harmful-content.
164 Facebook AI (January 13, 2020) Online speech recognition with wav2letter@anywhere.
https://ai.facebook.com/blog/online-speech-recognition-with-wav2letteranywhere.
165 (April 5, 2018) CEP To Facebook: Zuckerberg Must Explain Failure To Remove Extrem-
ist Content. Counter Extremism Project. https://www.counterextremism.com/press/cep-face-
book-zuckerberg-must-explain-failure-remove-extremist-content.
166 A. Robertson (June 27, 2017) Terror suspect arrested in Birmingham and facing extradition to 
Spain is imam father-of-eight who preached to Bataclan bomber before Paris attacks. The Daily 
Mail. https://www.dailymail.co.uk/news/article-4646058/Police-arrest-ISIS-supporter-Birming-
ham.html.
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banned from entering the United States, the United Kingdom, and France 
due to his declaration of support for suicide bombings and incitement of 
Islamist violence who still keeps, at the time of writing, his official Facebook 
page, as well as a few Facebook fan accounts.

5.2 Preventing social media exploitation: public sector plans

The Impact Assessment167 of the “Proposal for a Regulation of the Europe-
an Parliament and of the Council on preventing the dissemination of terrorist 
content online”168 states that terrorist content online is a multifaceted security 
challenge due to a complex legal framework at the member state level.

This situation is complicated by the fact that Article 3 of the EU’s 2000 
e-commerce directive, created before the advent of peer-to-peer internet tech-
nology and social media169, establishes the principle of the country of origin, 
which ensures that providers of online services are subject to the law of the 
member state in which they are established and not the law of the member
states where the service is accessible.170 However, the Directive on electronic 
commerce does not preclude a court of a Member State from ordering a 
hosting provider, such as Facebook, to remove identical and, in certain cir-
cumstances, equivalent comments previously declared to be illegal.171

Anyway, State monitoring and flagging illegal content online are marred 
with difficulties.

For instance, France’s most important element in the fight against on-
line radicalization and terrorist propaganda is PHAROS system (platform

167 European Commission (September 12, 2018) COMMISSION STAFF WORKING DOC-
UMENT IMPACT ASSESSMENT Accompanying the document Proposal for a Regulation 
of the European Parliament and of the Council on preventing the dissemination of terrorist 
content onlinehttps://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=SWD:2018:0408:FIN
:EN:PDF.
168 F. Théron (March 2020) Terrorist content online Tackling online terrorist propaganda. Eu-
ropean Parliamentary Research Service (EPRS) https://www.europarl.europa.eu/RegData/
etudes/BRIE/2020/649326/EPRS_BRI(2020)649326_EN.pdf.
169 Organization for Security and Co-operation in Europe Office of the Representative on Free-
dom of the Media (October 15, 2020) LEGAL REVIEW OF THE AUSTRIAN FEDERAL
ACT ON MEASURES TO PROTECT USERS ON COMMUNICATIONS PLATFORMS 
[KOMMUNIKATIONSPLATTFORMEN-GESETZ – KOPI-G]. OSCE. https://www.osce.
org/files/f/documents/7/8/467292_1.pdf.
170 European Commission. E-Commerce Directive. https://ec.europa.eu/digital-single-market/
en/e-commerce-directive.
171 Court of Justice of the European Union (October 3, 2019) PRESS RELEASE No 128/19. 
https://curia.europa.eu/jcms/upload/docs/application/pdf/2019-10/cp190128en.pdf.
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for harmonization, reports, analysis, and checking of digital content)172. The 
platform, which now has 28 investigators (police and gendarmes), was es-
tablished in 2009, for an initial investment of €100,000,173 recently proposed 
to be increased to €500,000,174 within the central office for the fight against 
crime linked to information and communication technologies (OCLCTIC), 
placed within the sub-directorate of the fight against cybercrime of the cen-
tral directorate of the judicial police. Investigators at PHAROS monitor vari-
ous information and communication services in France and produced more 
than 228,000 reports in 2019.175 Moreover, as part of a European Union-wide
testing campaign, this unit notified Twitter, Facebook, and Youtube of 796 
contents, of which 512 were withdrawn.

Unfortunately, the 16 October Samuel Paty murder exposed many of the 
drawbacks of French and social media platform counter-terrorism efforts on-
line. A student’s parent expressed via Facebook and WhatsApp his disapproval
of Paty’s teaching methods and produced a video against him. The content 
was quickly disseminated online, but not flagged immediately,176 even though
Paty had filed a complaint to the police after he was made aware of threats 
coming from social media177 and an NGO reported the attacker’s Twitter ac-
count to authorities in July 2020.178

172 (04/02/2020) Lutte contre terrorisme - Moyens de l’OCLCTIC. Assemblée nationale. https://
questions.assemblee-nationale.fr/q15/15-26385QE.htm.
173 J.V. Placé (October 22, 2013) Police, gendarmerie: what investment strategy?. Sénat. https://
www.senat.fr/rap/r13-091/r13-091_mono.html.
174 Session of December 3, 2020. Sénat. https://www.senat.fr/basile/visio.do?id=d4893622020
1203_20&idtable=d48936220201203_20|d48936220201119_6&_c=pharos&rch=ds&de=20
191229&au=20201229&dp=1+an&radio=dp&aff=65702&tri=p&off=0&afd=ppr&afd=ppl&
afd=pjl&afd=cvn.
175 B. Saragerova (November 29, 2020) France: Towards stronger counter-terrorism regulation 
online. Global Risk Insights. https://globalriskinsights.com/2020/11/france-towards-strong-
er-counter-terrorism-regulation-online.
176 E. Braun, L. Kayali (October 19, 2020) French terror attack highlights social media policing 
gaps. Politico. https://www.politico.eu/article/french-terror-attack-sheds-new-light-on-social-
media-policing-gaps/?utm_source=Tech+Against+Terrorism&utm_campaign=32d761c344-
EMAIL_CAMPAIGN_2019_03_24_07_51_COPY_01&utm_medium=email&utm_
term=0_cb464fdb7d-32d761c344-162374915.
177 LCI (October 18, 2020) Pourquoi Samuel Paty n’a-t-il pas fait l’objet d’une protection po-
licière? https://www.lci.fr/police/professeur-decapite-pourquoi-samuel-paty-n-a-t-il-pas-fait-l-ob-
jet-d-une-protection-policiere-2167627.html.
178 A. Zemouri (October 17, 2020) Le père qui avait diffusé la vidéo hostile au professeur d’his-
toire en garde à vue. Le Point. https://www.lepoint.fr/societe/le-pere-qui-avait-diffuse-la-video-
hostile-au-professeur-d-histoire-en-garde-a-vue-17-10-2020-2396817_23.php#.
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In Austria, in the wake of the January 2015179 Charlie Hebdo attacks in Par-
is, the government announced the allocation of a €290mn plan to fight jihad-
ist terror. €126m went into hiring new personnel with special skills, including 
specialists in cybersecurity, crime-fighting, and forensics; €34m targeting spe-
cial IT technology upgrades, such as the Schengen Information System data-
base and evidence collection software; €12m was allocated to either online or
offline deradicalization efforts, including awareness education.180

In December 2020, the National Council passed a comprehensive legis-
lative package, including the Communications Platforms Act and the Hate-
on-the-Net Fight Act, which already passed in autumn 2020, to curb hate
speech, threats, and other illegal content on large social media platforms such
as Facebook. The majority of the legislative package takes effect on January
1, 2021, with social platform operators having until the end of March 2021 to
implement the new protection measures.181

In particular, the Austrian law is based on Germany’s Network Enforce-
ment Act (NetzDG), which states that users notice potentially illegal content, 
report it, and platforms must then decide whether it is illegal, in which case it 
must delete the content within 24 hours of reporting. According to NetzDG, 
online platforms face fines of up to €50 million for systemic failure to delete 
illegal content182. Besides these measures and investments since 5 years, due 
to the sheer volume of content, there are no plans for preventive government 
control, thus courts will only be able to check afterward whether the platform
has acted illegally.183

5.3 A multidisciplinary, long term, and cooperative strategy 

So far, as mostly in every aspect of counter-terrorism, a multidisciplinary 
approach is the only way to understand the online extremist environment and
effectively counter the spread of jihadist propaganda and detect dangerous
subjects through social media.

179 Parlamentskorrespondenz Nr. 152 (February 02, 2015) Nationalrat beschließt neues Is-
lamgesetz. Österreichisches Parlament. https://www.parlament.gv.at/PAKT/PR/JAHR_2015/
PK0152/index.shtml.
180 (January 21, 2020) Austria’s €290m plan to fight terror. The Local. https://www.thelocal.
at/20150121/austrias-290m-plan-to-fight-terror.
181 Counter Extremism Project. Austria: Extremism & Counter-Extremism. https://www.coun-
terextremism.com/countries/Austria.
182 CEPS Project. The Impact of the German NetzdG law. https://www.ceps.eu/ceps-projects/
the-impact-of-the-german-netzdg-law.
183 P. Grüll (July 4, 2020) Austria’s online hate speech law prompts question marks about’ ‘over-
blocking’. EURACTIV. https://www.euractiv.com/section/data-protection/news/austrias-law-
against-online-hate-speech-question-marks-in-the-home-stretch.
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Cooperation through the acceptance of responsibilities between the pub-
lic and private sector is the best method to counter the spread of terrorism
online and create a resilient environment.

To date, not all projects are frustrated over the lack of factual data.
At an EU level, together with Europol, providers of online services de-

veloped a database of hashes, allowing content identified as harmful to be
tagged electronically, preventing it from reappearing. The database contains 
over 300,000 unique hashes of known terrorist videos and images.184

This made the Check-the-Web (CtW), accessible only to Law Enforce-
ment: an electronic reference library of jihadist terrorist online propaganda. It 
contains structured information on original statements, publications, videos,
and audios produced by jihadi terrorist groups and their supporters.

An operational tool not only to identify new content, groups, or media
outlets but also new trends and patterns in terrorist propaganda, as well as
operational leads for attributing crimes to perpetrators.185

With an annual budget186 of about €150mn, an increased of over €62 mn
since 2010,187 of which roughly €1mn are spent on research and develop-
ments projects and €700,000 for the maintenance costs for Europol’s de-
cryption platform188, Europol is succeeding in countering extremism online
through repressive operations, analysis of the jihadist online environment,
and cooperation with the private sector. For instance, the16th Referral Action 
Day, an operation that was joined by 9 online service providers as Telegram, 
Google, Files.fm, Twitter, and Instagram, which pushed away from Telegram
a significant portion of key actors within the Daesh network and, most impor-
tantly, established further cooperation with global private firms operating in 
the social media environment.189

184 European Commission. A Counter-Terrorism Agenda for the EU and a stronger mandate
for Europol: Questions and Answers.https://ec.europa.eu/commission/presscorner/detail/en/
qanda_20_2325.
185 Europol (October 13, 2020) EU IRU TRANSPARENCY REPORT 2019. https://www.eu-
ropol.europa.eu/publications-documents/eu-iru-transparency-report-2019.
186 EU Budget 2020 – Europol Position Paper. https://www.europarl.europa.eu/cmsdata
/186846/7-Europol-Paper-EU-Budget-2020-original.pdf.
187 D. Clark (October 12, 2020) Annual budget of Europol in the European Union from 2010 to 
2020. Statista. https://www.statista.com/statistics/1178070/europol-budget.
188 STATEMENT OF REVENUE AND EXPENDITURE OF THE EUROPEAN UNION 
AGENCY FOR LAW ENFORCEMENT COOPERATION FOR THE FINANCIAL YEAR 
2020 – AMENDING BUDGET NO 2. https://www.europol.europa.eu/about-europol/fi-
nance-budget.
189 (November 22, 2019) REFERRAL ACTION DAY AGAINST ISLAMIC STATE ONLINE 
TERRORIST PROPAGANDA. Europol. https://www.europol.europa.eu/newsroom/news/
referral-action-day-against-islamic-state-online-terrorist-propaganda.



 EU ECONOMIC LOSSES IN THE HAZE OF JIHAD 91

Europol, taken as an example, stresses the fact that, in terms of terrorist 
attack prevention, not in every case adding more data to the databases helps 
to find potential attackers. There is a lot of work that can still be done, at a 
public and private level, in understanding the online environment and all of 
its communication aspects, improving technology, investing in public aware-
ness to report terrorist contents to authorities or online service providers, and
investing in content moderators recruitment and training.

In this framework, not only one actor could be held accountable. Each
one could and can do something more by renouncing a little bit of ego to
counter a wide-spread and still not effectively assessed threat.

6. Impacts on modern finance

The exploitation of cryptocurrency for terrorism purposes is an evolving 
threat. Since 2012, jihadist groups have improved in this sector by shifting
from a bottom-up experimental approach (from activists to small groups) un-
til growing, over the years, as a legitimized financing modus operandi pro-
moted and used directly by international jihadist groups190.

These funding methods are more and more expanding in the EU too.
Since 2012, the sending of cash through the hawala or money transfer ser-
vices from the EU to collectors located in Middle-eastern conflict zones was
the main vector for transferring funds to jihadists. The constant monitoring of 
these networks has led terrorist organizations to seek more opacity, calling for 
cryptocurrencies through public online crowdfunding campaigns or hidden
networks.191

The exploitation of digital assets by jihadist groups spreads as fast as cryp-
tocurrencies are becoming more popular among users and investors for legiti-
mate use,192 urging states to a twofold and quick adaptation. On the one hand, 
promote and profit from fin-tech evolution by encouraging digital asset use 

190 US Department of Justice - Office of Public Affairs (August 13, 2020) Global Disruption of 
Three Terror Finance Cyber-Enabled Campaigns - Largest Ever Seizure of Terrorist Organiza-
tions’ Cryptocurrency Accounts. The United States Department of Justice. https://www.justice.
gov/opa/pr/global-disruption-three-terror-finance-cyber-enabled-campaigns.
191 D.M. Barone (November 2019) The decentralized finance-violent extremism nexus: ideol-
ogies, technical skills, strong and weak points. Sicurezza, Terrorismo e Società. http://www.
sicurezzaterrorismosocieta.it/wp-content/uploads/2019/11/The-decentralized-finance-violent-
extremism-nexus_ideologies-technical-skills-strong-and-weak-points-Daniele-Barone.pdf.
192 D.M. Barone (September 2, 2020) US multiagency operation dismantled part of al-Qaeda’s 
cryptocurrency network. What we learned so far and what to expect. ITSTIME. https://www.
itstime.it/w/us-multiagency-operation-dismantled-part-of-al-qaedas-cryptocurrency-network-
what-we-learned-so-far-and-what-to-expect-by-daniele-m-barone.
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and investments throughout a regulated ecosystem, on the other hand, apply 
stricter and potentially disincentive measures.

6.1 Crypto-market: from the world to the EU - from the EU to
member states

To date, bitcoin’s market cap stands at more than $575bn and, if its volatile 
market value drops substantially, according to JPMorgan it could climb by
4.6 times, matching the $2.7tn of private sector gold investment. In particu-
lar, the forecast expects that bitcoin could rally as high as $146,000.193

Indeed, along with bitcoin, the cryptocurrency market is growing faster
and faster globally, with altcoins as Ethereum that have raised their market 
value until €107tn, Monero, €2tn, and Zcash, €563bn.194

With these premises, cryptocurrency is expected to be an ever-growing
global phenomenon that national rules may struggle to contain, especially
through stricter measures aimed at disincentivize investments in this field to
benefit the conventional banking system.

For instance, in the past, Chinese regulators banned initial coin offer-
ings (ICO),195 shut down local cryptocurrency trading exchanges, and limited 
bitcoin mining, but activity has continued through alternative channels in
China despite the crackdown196.

In some countries, cryptocurrency has been evolving as an alternative
method of payment or store of value precisely because of the community’s 
distrust in the banking system.

According to ING statistics, in 2018 nearly one in five (18%) in Turkey say 
they own cryptocurrency where 53% (and volumes roughly quadrupled over
the past years)197 of the interviewed people claimed that cryptocurrency is the 

193 R. Browne (January 5, 2020) JPMorgan says bitcoin could rise to $146,000 long term as it 
competes with gold. CNBC. https://www.cnbc.com/2021/01/05/jpmorgan-bitcoin-price-could-
rise-to-146k-as-it-competes-with-gold.html.
194 Today’s Cryptocurrency Prices by Market Cap. CoinMarketCap. https://coinmarketcap.com/
it. Viewed on January 8, 2020.
195 ICO is technically an acronym that stands for “Initial Coin Offering”, an expression used in
analogy with the stock market lexicon, where “Initial Public Offering” (IPO) means a public 
offering of shares in a company that intends to be listed on a regulated market for the first time. 
However, unlike IPOs, ICOs are not regulated and those who invest in an ICO do not get 
shares in exchange, but tokens (i.e. a unit of the new cryptocurrency that is launched).
196 (January 15, 2018) Any rule on Bitcoin must be global, Germany’s central bank says. Reuters. 
https://www.reuters.com/article/us-bitcoin-regulations-germany-idUSKBN1F420E.
197 L. Cuen (August 2020) Istanbul or ‘Coinstantinople’? Inside Turkey’s Bitcoin Bull Market. 
Coindesk. https://www.coindesk.com/inside-turkey-bitcoin-bull-market.
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future of spending online and the future of investment198. In the Middle East, 
Turkey is followed by Iran and Egypt.

Then, in 2020 an incredibly high rate of cryptocurrency ownership has 
been registered in Nigeria199 and, since 2018, the same happened in many 
other politically unstable States in Africa.200

Focusing on the EU, in the top ten countries of the Global Crypto Adop-
tion Index no EU member-state is included.201 France is the first mentioned, 
ranked 21st202, leading the way with Germany, with a quantifiable value on 
blockchain higher than $7.5bn.

Regarding the appeal of digital assets at an onboarding or investors level, 
researches found that, in the EU, cryptocurrency is still perceived as a bor-
derline method of payment, with 25% of European investors thinking that 
certain digital assets are too much free from government intervention to be 
considered as appealing. This perception has anecdotal evidence because,
despite the upward trending number of institutions adopting digital assets, 
some reticence remains related to price volatility (53%), concerns around
market manipulation (47%), and lack of fundamentals to gauge appropriate
value (45%).203

Moreover, the lack of cohesion across jurisdictions makes it hard for
cryptocurrency companies to be comfortable with doing business in the EU 
market, with some countries embracing transformative technologies with
top-down initiatives,204 while others remaining to simple investor protection 
warnings. As happened in Germany after they passed stricter requirements

198 IPSOS for ING - International Survey (June 2018) Cracking the code on cryptocurrency.
https://think.ing.com/uploads/reports/ING_International_Survey_Mobile_Banking_2018.pdf.
199 K. Buchholz (August 2020) How Common is Crypto?. Statista. https://www.statista.com/
chart/18345/crypto-currency-adoption.
200 P. Rao (April 2018) Africa could be the next frontier for cryptocurrency. Africa Renewal. 
https://www.un.org/africarenewal/magazine/april-2018-july-2018/africa-could-be-next-fron-
tier-cryptocurrency.
201 Created by Chainalysis to quantify the differences in adoption between countries across the
globe, by measuring cryptocurrency activity while accounting for each country’s population 
(as the country’s total number of internet users) and economy size (i.e. purchasing power pari-
ty per capita). The 2020 Geography of Cryptocurrency Report Analysis of Geographic Trends in 
Cryptocurrency Adoption, Usage, and Regulation (September 2020). Chainalysis.
202 https://markets.chainalysis.com/#geography-index.
203 (September 6, 2020) Growing Number of Institutional Investors Believe That Digital Assets Should 
Be a Part of Their Investment Portfolios, According to New Research from Fidelity Digital Assets. Fideli-
ty Investments. https://newsroom.fidelity.com/press-releases/news-details/2020/Growing-Number-of-
Institutional-Investors-Believe-That-Digital-Assets-Should-Be-a-Part-of-Their-Investment-Portfolios-
According-to-New-Research-from-Fidelity-Digital-Assets/default.aspx.
204 Digitals Wien. A digital pilot and research project for playful rewards for climate-friendly 
behaviour. https://digitales.wien.gv.at/site/en/projekt/culture-token/?ref=hackernoon.com.
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for crypto businesses which forced some companies to stop doing business in 
the country or the Estonian plans, aimed to create a national cryptocurrency 
“estcoins”205 and normalize ICO, that was swiftly shut down by European
Central Bank and local banking authorities.206

So far, the EU anti-money-laundering AML regulatory regime targeting 
cryptocurrencies was enacted via Directive (EU) 2018/843,207 on the preven-
tion of the use of the financial system for the purposes of money laundering or
terrorist financing. The Directive was enacted on the basis of the overall EU
project to harmonize measures regarding the establishment of the internal
market and was mostly applied to the intermediaries involved in cryptocur-
rency transactions. In particular, it stated that “to combat the risks related to 
the anonymity, national Financial Intelligence Units (FIUs) should be able 
to obtain information allowing them to associate virtual currency addresses to
the identity of the owner of virtual currency.”

However, the margin of discretion allowed to member states’ national leg-
islative implementation, has caused an asymmetrical harmonization.

Nowadays, the EU Blockchain Observatory & Forum,208 an initiative spon-
sored by the European Commission which reports on the state of blockchain 
in the EU, has introduced a framework for ranking countries on a three-stage 
regulatory maturity curve.209 It designed an uneven framework. In this field,
the EU is divided among countries where blockchain and digital assets reg-
ulation is generally absent (e.g. Belgium, Bulgaria, and Hungary), countries
that have adopted wider regulatory schemes that relate to know-your-custom-
er (KYC)/AML and investor protection (e.g. Italy, Austria, and Spain), and 
countries that have adopted specific legislation that pertains to digital assets,
developing a national strategy to exploit them (e.g. France, Germany, and 
Malta).210

205 C. O’Brien (December 9, 2017) Estonia planning its own cryptocurrency, called ‘estcoin’, in 
bid to become global ICO hub. Venture Beat. https://venturebeat.com/2017/12/19/estonia-wants-
its-own-cryptocurrency-called-estcoin-in-bid-to-become-global-ico-hub/?ref=hackernoon.com.
206 O. Ummelas (June 1, 2018) Estonia Scales Down Plan to Create National Cryptocurrency. 
Bloomberg. https://www.bloomberg.com/news/articles/2018-06-01/estonia-curbs-cryptocur-
rency-plan-that-drew-rebuke-from-draghi.
207 Official Journal of the European Union (May 30, 2018) https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32018L0843.
208 EU Blockchain Observatory & Forum. https://www.eublockchainforum.eu.
209 (November 20, 2020) EU Blockchain Ecosystem Developments. EU Blockchain Ob-
servatory & Forum. https://www.eublockchainforum.eu/sites/default/files/reports/EU%20
Blockchain%20Ecosystem%20Report_final_0.pdf.
210 L. Dionysopulos (November 26, 2020) At the brink of a tectonic shift, EU countries that do 
crypto-regulation right. Medium. https://lambisdion.medium.com/at-the-brink-of-a-tectonic-
shift-eu-countries-that-do-crypto-regulation-right-3e8d4cd6d8da.
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In this context, the European Commission has recently put forward plans
to regulate crypto-assets211, in a bid to reduce market fragmentation in this 
field by lowering risks for investors, while also giving legal certainty to those 
issuing these assets, to benefit consumers and businesses.212

In particular, it will provide rules on digital asset custody and capital re-
quirements, while also stipulating what the relationship between the token 
issuer and the token holder will be, including laying out a procedure for 
investors to file complaints against projects.213

6.2 Upsetting national plans in the aftermath of terrorist 
attacks 

On September 2020, more than 360 men from the France Direction cen-
trale de la police judiciaire (DCPJ) and the Direction générale de la sécu-
rité intérieure (DGSI), coordinated by the Parquet national antiterroriste 
(PNAT), dismantled a vast network of terrorist financing by cryptocurrencies
benefitting French jihadists still settled in Syria.214

Active since 2019, the terrorist financing network was based on the pur-
chase of cryptocurrency coupons, of a value between €10 and €150, in France.
Then the references were transmitted by secure messaging to jihadists in Syr-
ia and these coupons were finally credited to accounts opened from abroad
by jihadists who were in charge of converting them into cryptocurrencies
on exchange platforms. According to prosecutors, two French jihadists, both
25, were the architects of the network, working from northeastern Syria215 as 
members of Hayat Tahrir Al-Sham since 2013.216

211 European Commission (September 24, 2020) Digital Finance Package: Commission sets 
out new, ambitious approach to encourage responsible innovation to benefit consumers and busi-
nesses. https://ec.europa.eu/commission/presscorner/detail/en/IP_20_1684.
212 S. Amaro (September 24, 2020) The EU announces its first ever plan to regulate cryptocur-
rencies. CNBC. https://www.cnbc.com/2020/09/24/eu-valdis-dombrovskis.html.
213 P. Baker (September 24, 2020) EU Proposes Full Regulatory Framework for Cryptocurren-
cies. CoinDesk. https://www.coindesk.com/eu-proposes-full-regulatory-framework-for-crypto-
currencies.
214 C. Cornevin (September 29, 2020) Vaste filière de financement du terrorisme démantelée:
29 interpellés en France. Le Figaro. https://www.lefigaro.fr/actualite-france/vaste-filiere-de-
financement-du-terrorisme-demantelee-29-interpelles-en-france-20200929.
215 (September 29, 2020) France arrests 29 in anti-terror Syria financing sting. France 24. 
https://www.france24.com/en/20200929-france-arrests-29-in-anti-terror-syria-financing-sting.
216 (October 03, 2020) 8 charged in French cryptocurrency scheme to finance jihadis. ABC 
News. https://abcnews.go.com/International/wireStory/charged-french-cryptocurrency-sche-
me-finance-jihadis-73403002.
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The coupons to buy cryptocurrency in France were available at licensed 
tobacco outlets.217 There are about 24,000 in France offering various small 
payments services, with no identification legally required,218 such as cashcard 
top-ups and money coupons, and (since a 2019 deal with a French fintech 
company) cryptocurrencies. A blind-spot for authorities that facilitated the 
perpetration of this illicit network for more than a year.

This episode raised interest in terrorism financing by cryptocurrencies and
brought France Minister of the Economy and Finance to declare that “cryp-
tocurrencies pose a real problem of terrorist financing”. Nonetheless, in the 
aftermath of this event, no additional measure to regulate cryptocurrencies
business was provided by the government.219

Apparently the approach changed in December 2020 when, in the after-
math of the recent terrorist attacks in France, France’s Council of Ministers 
planned a series of measures to tighten the surveillance of cryptocurrency,
requiring full KYC measures for all crypto transactions and mandatory regis-
tration for all crypto-to-crypto exchanges220.

In particular, the new regime provides that French Digital Asset Service 
Providers have to register with the French Financial Market Authority (Au-
torité des marchés financiers, AMF). Otherwise, they will no longer be able
to offer their services to new customers.221

Thus, on the one hand, the AMF must verify that senior managers and 
shareholders are of good repute and competence through obtaining docu-
ments such as identification, a CV, and a statement that they are not the
subject of a criminal conviction or a prohibition to engage in an activity. On
the other hand, obtaining an AMF license for the provision of certain services
is optional, providing a degree of flexibility that could potentially pose certain

217 (January 8, 2019) French ‘Tabac’ shops diversify, selling bitcoin for cash. Reuters. https://
www.reuters.com/article/us-france-bitcoin-tobacco-idUSKCN1P21ZN.
218 Keplerk. Points of sales. https://www.bykep.com/en/store-locator.
219 P.R. DeMichelis (December 21, 2020) Le secteur des cryptomonnaies en pleine efferve-
scence cette année. Les Echos. https://investir.lesechos.fr/placements/vie-pratique/actualites/
le-secteur-des-cryptomonnaies-en-pleine-effervescence-cette-annee-1940574.php.
220 Y. Khatri (December 8, 2020) France is on the verge of imposing mandatory KYC rules
for all crypto transactions, industry sources say. The Block. https://www.theblockcrypto.com/
post/87001/france-crypto-rules-mandatory-kyc-crypto-to-crypto.
221 (December 8, 2020) Bitcoin Daily: France Eyes Strict Rules For Crypto Transactions; Mes-
sari Report Says US Last Hurdle For Bitcoin. Pymnts. https://www.pymnts.com/blockchain/
bitcoin/2020/bitcoin-daily-france-eyes-strict-rules-crypto-transactions-messari-report-says-uni-
ted-states-last-hurdle.
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risks, leaving these services still unregulated and exposing investors to finan-
cial loss without the option of compensation.222

The other set of measures that will be implemented is related to strict 
KYC rules. All crypto transactions worth more than €0 will have to go
through full KYC processes and require two government identification forms:
a SEPA223 transfer accompanied by an ID. The previous limit for KYC checks
was €1,000, applying only to crypto-to-fiat (i.e. government-issued currency)
transactions. So, these measures would help to ban anonymous accounts
from crypto exchanges but also bring repercussions to investors.224

6.3 Stricter rules could decrease investments (and the security level)

In France, as in other EU member states, stricter regulations on crypto-
currency businesses could bring three options to the table of players: come 
up to new standards, consider relocating their operations away from the EU, 
not serving EU customers.225

AML/KYC measures can quickly and, in some cases, incoherently re-
shape the FinTech sector, hampering future growth. Same as in the US, with
the recently Notice of Proposed Rulemaking (NPRM) submitted by the U.S.
Department of the Treasury to the Federal Register, that would require cryp-
tocurrency businesses to submit reports, keep records, and verify the identity
of customers.

By responding to the NPRM, Chainalysis gave an overall picture of the
importance of proportionality of AML/KYC measures concerning the crypto-
currency landscape and monitoring methods available in this sector.226

According to the company, regulations on cryptocurrency shouldn’t be
the mirror of measures applied to banks and other financial institutions.

For instance, by taking into account that cryptocurrency transactions are 
automatically logged on public blockchains, law enforcement can already 

222 J. Galea New Regime for French Digital Asset Service Providers. BlockGeeks. https://
blockgeeks.com/guides/new-regime-for-french-digital-asset-service-providers.
223 Single Euro Payments Area (SEPA): is a fast and cheap payment method that allows trans-
ferring of Euros between EU residents’ bank accounts. SEPA allows to buy cryptocurrency 
directly using a bank account in Europe and in Euros.
224 K. Helmes (December 13, 2020) France Approves New Cryptocurrency Measures to Fight
Anonymous Transactions. Bitcoin.com. https://news.bitcoin.com/france-new-cryptocurrency-
measures-fight-anonymous-transactions.
225 K. Barnato (May 2, 2016) Will terror attacks end bitcoin free-for-all in Europe? CNBC. 
https://www.cnbc.com/2016/05/02/will-terror-attacks-end-bitcoin-free-for-all-in-europe.html.
226 (January 7, 2021) Chainalysis’ Formal Response to Treasury’s Proposed Rules Regarding Un-
hosted Cryptocurrency Wallets. Chainalysis. https://blog.chainalysis.com/reports/chainalysis-
response-to-treasury-proposed-rules-unhosted-cryptocurrency-wallets.
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view transactions facilitated by cryptocurrency businesses, making currency
transaction reports redundant and useless in this field. Moreover, the response
to the NPRM stresses the fact that 62% of the illicit cryptocurrency traced by
Chainalysis is cashed out at exchanges with functional compliance programs,
including AML/KYC measures. Thus, is crucial to focus on vulnerabilities
stemming from other platforms used to move illicit funds, first of all, mixers 
and non-compliant exchanges operating in high-risk jurisdictions.

Another relevant issue is related to the privacy and security provided by a 
single governmental central database of users’ data and cryptocurrency trans-
actions. In the case of a hacker attack, it would provide illicit actors with a list 
of targets, their location, and how much cryptocurrency they hold.

Hence, measures applied without understanding the technology behind
cryptocurrencies could turn into a double-edged sword.

In the EU, future events related to jihadist terrorism and fin-tech could
push governments to propose stricter measures. This approach would provide
an immediate sense of control over cryptocurrency businesses while becom-
ing counterproductive in the long-term both at a security and economic level 
by lowering investments, number of users, and privacy.

However, the current institutional awareness developing in this sector can 
be assessed as a good start. Nonetheless, it is fundamental for institutions to 
engage with representatives from the private sector to discuss how regulation 
can be tailored to reflect cryptocurrency technology. This cooperation is the 
best way to effectively avoid that cryptocurrencies evolve through legislative
and economic grey zones, where risks can increase exponentially while jihad-
ist funding can proliferate undisturbed.

Conclusions

This analysis highlights how counter-terrorism is not a short-term plan. 
Indeed, interacting with a complex phenomenon as jihad applying a short-
range view on political, economic, security, and psychological level, can be 
counterproductive and likely to start a chain reaction able to amplify, instead 
of efficiently countering, the impact of terrorist attacks.

Hence, the global approach of jihadist groups feeds on the ecosystem in
which its ideology is established, generating a wave of repercussions, which 
are still not fully quantifiable.

As analyzed, a strategy aimed at containing the effects of jihadist terrorism 
in the EU cannot be limited to a physical and visible response but has to be 
developed taking into account the global approach of jihadist groups.

A multi-disciplinary intervention could be able to prevent the exploita-
tion of weaknesses and grey legislative and social zones. These plans should
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be primarily focused on providing long-lasting and supra-national initiatives 
for social inclusion, to prevent jihadist groups from exploiting marginaliza-
tion, and synergic cooperation between public and private sectors, improving
monitoring methods over new technologies while promoting and encourag-
ing digitalization without repression or the proliferation of opaque legislative 
areas.

This perspective highlights the fact that counter-terrorism may require in
the short period unpopularity, not displaying visible and consensus-driven 
measures, but should be aimed at creating, in the long-run, a socio-cultural
and economic environment of awareness that can be flexible and open.

The making of a resilient national and supra-national context, that will not 
crumble when interacting with non-state actors, which proliferate through its
destabilization.
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