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Geopolitics of information, aids and vaccines
make sense in the framework of COVID-19
and Hybrid conflicts
Marco Maiolino

Marco Maiolino is Senior Researcher Analyst in the Italian Team for Security, Terroristic
Issues and Managing Emergencies (ITSTIME), a research unit of Università Cattolica di Milano. He has specialized in international and country risk analysis, with a focus on terrorism.
At the same time, he has been researcher in the framework of an EU Horizon 2020 project
focused on radicalisation and strategic communication. He is lecturer in the Master in Cultural Diplomacy of Università Cattolica in Rome and member of the European Expert Network
on Terrorism Issues (EENeT).

Abstract
Questo breve contributo inizia con una riflessione sul COVID-19 e sull’evoluzione dei conflitti. Quindi, i due fenomeni sono messi insieme e coniugati nell’odierna realtà reticolarizzata,
diversa e non-lineare, che, si argomenta, li rende intellegibili e ne fornisce una sintesi.
La geopolitica dell’informazione, degli aiuti e dei vaccini è presentata e sostenuta coerente
con il quadro interpretativo sopra delineato; in conclusione, si coglie il bisogno di comprensione e gestione più efficaci della realtà contemporanea, dei rischi e delle minacce che presenta.
This short contribution begins by discussing COVID-19 and the evolution of conflicts. Then,
the two phenomena are put together and combined in today’s networked, diverse and non-linear, reality which, it is argued, makes them intelligible and provides a synthesis.
The geopolitics of information, aid and vaccines is presented and supported consistent with
the framework outlined above; finally, it is noticed the need for a more effective understanding
and management of contemporary reality and its risks and threats.

Keywords
COVID-19, hybrid conflicts, risk analysis, geopolitics.

1. COVID-19
Starting the count on January 9 2020, coinciding with the first detection
of the novel coronavirus in the Chinese city of Wuhan, as of the time of writing (October 12, 2020) the SARS-Cov-2 has infected, according to reliable
reports, 37 568 843 people. That is around 0,50% of the world population; it
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has hit worldwide, with the highest number of cases registered in America,
followed by Asia, Europe, Africa and Oceania1, and killed 1 077 5082.
From a localized outbreak with a reported link to the Wuhan’s Huanan
Seafood Wholesale Market, COVID-19 has turned into a pandemic, rapidly,
inexorably and in a non-linear fashion, catching the whole world quite by
surprise and exposed.
Time is a component of the utmost importance in crisis, and in our interdependent reality the virus took only a little more than two months to
acquire global relevance, pushing the director of the World Health Organisation (WHO) on March 11 2020 to declare the “global pandemic”3. Just
to give a sounder idea of time compression, the already viral 1918 influenza
pandemic “spread over the entire world in less than 6 months”4, facilitated by
the exceptional flywheel of World War I.
In crisis, as skilfully explained by Niccolò Machiavelli in The Prince, also
preparedness (even a minimum) can make a difference. Many have called
COVID-19 a black swan, but this association reveals fallacious: in the words
of Glenn McGillivray, Managing Director of the Institute for Catastrophic
Loss Reduction,
an event like COVID-19 is not all that rare. Indeed, history is replete with
such events, there have been numerous warnings from many sources, and the
mathematical odds of an occurrence are not all that remote. With pandemics,
it is not really a question of if, but usually when5.

The 1967 influential quote of William H. Stewart, then Surgeon General,
to the White House “‘It’s time to close the books on infectious diseases, declare
the war against pestilence won, and shift national resources to such chronic
problems as cancer and heart disease”6 contributed to build a dangerous (and
misleading) perception which translated into a consequential behaviour.
Eventually, an irritated Nicholas Taleb, the very author of the book The
Black Swan the impact of the Highly Improbable, intervenes to clarify that
1

Ibidem.
European Centre for Disease Prevention and Control, at https://www.ecdc.europa.eu/en/
geographical-distribution-2019-ncov-cases.
3
Ibidem.
4
K.D. Patterson, G.F. Pyle, The Geography and Mortality of the 1918 Influenza Pandemic,
Bulletin of the History of Medicine, the Johnes Hopkins University Press, 1991.
5
G. McGillivray, Coronavirus is significant, but is it a true black swan event?, the Conversation, April 30 2020 https://theconversation.com/coronavirus-is-significant-but-is-it-a-trueblack-swan-event-136675.
6
M. Specter, One of Science’s most famous quotes is false, the New Yorker, January 5 2015
https://www.newyorker.com/tech/annals-of-technology/william-stewart-science-erroneous-quote#main-content.
2
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COVID-19 is not a black swan and that, way more interestingly, it underscores the fragility of our networked world7.
Figure 1 - Geographic distribution of 14-day cumulative number of reported
COVID-19 cases per 100.000 population, worldwide, as of 12 October 2020

2. (Hybrid) Conflicts
Conflicts evolve. Form the traditional paradigm of conventionality, in
which opposing regular armies fight one another onto a defined battlefield
and into a determined and shared framework of engagement (i.e. the one
outlined by the law of armed conflicts), toward unconventionality.
Over the years, many, in the military and academic circles, have tried to capture, describe, and interpret this trajectory of evolution, coining many different
definitions such as asymmetric warfare, irregular warfare, open source warfare
and hybrid warfare. Nonetheless, a common understanding has still to come.
However,
The “hybrid” connotation of conflict appears to be particularly suited for reading the above-mentioned changes, because it is intrinsically based on adapta7

B. Avishai, The pandemic isn’t a black swan but a portent of a more frigile global system, the
New Yorker, April 21 2020 https://www.newyorker.com/news/daily-comment/the-pandemicisnt-a-black-swan-but-a-portent-of-a-more-fragile-global-system.
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tion. In fact, this term, that was initially used to describe innovative strategies
and tactics applied by both State and non-State actors (i.e. Russia and Hezbollah), has been adopted and expanded by NATO and the EU to define “hybrid
threats” as adaptive, unconventional and multidimensional8.

From careful observation today’s conflicts appear:
pervasive, for their capacity to permeate different dimensions of social life;
diffused, for they overcome national, sociocultural, and temporal boundaries;
de-localized, taking place at multiple levels in different areas of the world;
fought by diverse actors (ex. State and non-State actors) with diverse weapons, attributable, for instance, to different manifestation of power (i.e.
hard, soft and sharp);
– Interconnected, as it is possible to understand from the trends characterizing the development of armed violence9, in particular from the growing
internationalization of intrastate armed conflicts;
– With no common rules of engagement.

–
–
–
–

Figure 2 - State-based armed conflict by type, 1946-2019

8

M. Maiolino, D. Plebani, Strategic Advising in Policing Operations: the challenge of “hybrid
conflicts”, the CoESPU Magazine, 1-2020, https://www.coespu.org/magazine/coespu-magazine-nr-1-2020.
9
T. Pettersson, S. Hogbaldh, M. Oberg, Organized violence, 1989–2018 and peace agreements, Journal of Peace Research, Vol. 56(4), Sage, 2019 https://journals.sagepub.com/doi/
full/10.1177/0022343319856046.
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3. COVID-19 and (Hybrid) Conflicts
The peculiar interdependence of contemporary reality makes the COVID-19 pandemic and hybrid conflicts intelligible, providing, moreover, a synthesis.
Today’s reality is very complex, dynamic, and networked, but not globalized, in the sense of homogenisation10. This, despite the unfinished and
failed effort to conceive, make and manage it as such.
It is characterized by a dense network of nodes in intense relation with
each other, where every single node is diverse, also diversifying the relations
which, consequently, are not linear11.
This connectivity, diversity and non-linearity increase uncertainty and the
risk of crisis and fat tails, “events that seem statistically remote but contribute
most to outcomes by precipitating chain reactions”12, like pandemics. Besides,
without effective management strategies, vulnerability soars.
The COVID-19 pandemic is a global crisis, and as such:
– It is an accelerator of processes13 and – as it is possible to observe – it highlighted, at least, the disorderly fragmentation and fragility that distinguish
the contemporary reality, as well as phenomena including inequality, the
transition from hegemony to multipolarity, the retreat from multilateralism14, geopolitical turbulence and the increase of conflict.
In support of what has just been stated: in the words of Joseph Stiglitz
“as bad as inequality had been before the pandemic, and as forcefully as
the pandemic has exposed the inequalities in our society, the post-pandemic world could experience even greater inequalities unless governments do
something”15; the US global governance went missing during the experienced first pandemic wave, freeing up space for other actors who wasted
no time in occupying it; the calls for global cooperation in the face of the

10

M. Lombardi, Culture and Action: Cultural Diplomacy and Cooperation, in Sicurezza Terrorismo e Società, 10, 2019 https://www.sicurezzaterrorismosocieta.it/fascicolo-10-2019/?lang=en.
11
Ibidem.
12
B. Avishai, The pandemic isn’t a black swan but a portent of a more frigile global system, 2020.
13
M. Lombardi, Andiamo dove ci porta il COVID-19, in Galietti F. (cur.), Contagio Rosso
Cooperation, Giubilei Regnani Editore, 2020.
14
World Economic Forum, the Global Risks Report 2020, http://www3.weforum.org/docs/
WEF_Global_Risk_Report_2020.pdf.
15
J. Stiglitz, Conquering the Great Devide, Finance and Development, International Monetary Fund, Fall 2020 issue https://www.imf.org/external/pubs/ft/fandd/2020/09/COVID19-and-global-inequality-joseph-stiglitz.htm.
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disease have not been meaningfully answered yet; active conflicts remain
“on a historically high level”16;
– Despite being named by some as “great leveller”17 – an attribute that I
agree with not so much because it affects everyone equally (which it does
not) but because it spares no one –, it opens windows of opportunity18 to
whom is willing and capable to take them. Opportunities that are created
by the virus, the difference of the affected systems, their capacity to respond, as well as by the change pushed and the adaptation forced19.
As pointed out by Professor Marco Lombardi “things, in the global and interconnected world, happen outside of generative control and, then, the opportunity is taken”20. Hence, it is no surprise that the paleness of the urged joint
global effort against COVID-19 has given way to competition consistently
expressed through the adaptive paradigms of hybrid conflict21, which blurs
the line between war and peace. Emblematic cases of this are represented by
the geopolitics of information, aids and vaccines.

4. Geopolitics of information, aid and vaccines
Although information has always played a role of primary importance in
the acquisition and exercise of power, in today’s information age and thanks
to technological progress, which made it possible to incredibly enhance collection, analysis and use, it has acquired a relevance never matched before
in history, preparing to become “the world’s most consequential and contested
geopolitical resource”22. In the pandemic context, this has been, at least, evident and exploited.

16

T. Patterson, M. Oberg, Organized violence, 1989-2019, Journal of Peace Research, Vol.
57(4) 597–613, 2020 https://journals.sagepub.com/doi/10.1177/0022343320934986.
17
J. Kapadia, A. Sirsikar, COVID-19 – The Great Leveller, Ipsos, April 24 2020 https://www.
ipsos.com/en-in/covid-19-great-leveller.
18
M. Lombardi, Andiamo dove ci porta il COVID-19, in Galietti F. (a cura di), Contagio
Rosso Cooperation, Giubilei Regnani Editore, 2020.
19
Ibidem.
20
Ibid.
21
M. Maiolino, COVID-19: la pandemia nel quadro interpretativo del conflitto ibrido – by
Marco Maiolino, ITSTIME, March 27 2020 https://www.itstime.it/w/covid-19-la-pandemianel-quadro-interpretativo-del-conflitto-ibrido-by-marco-maiolino.
22
E. Rosenbach, K. Mansted, The Geopolitics of Information, Belfer Center for Science and
International Affairs, Harvard Kennedy School, May 2019 https://www.belfercenter.org/sites/
default/files/2019-08/GeopoliticsInformation.pdf.
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For example, beyond the communicative effort by some states to either
blame for the global calamity, or divert responsibilities23, the manipulation
of information in the form of fake news, already climbing the international
security agenda, has acquired relevance in COVID-19 times.
Fake news related to COVID-19, virally circulating on-line, are feeding social tension and division, and antagonist and conspiracy movements in many
countries of the world24. States are playing as well: last June Russia (not new
to the kind of operation25) and, for the first time, China have been publicly
accused by the EU of running disinformation campaigns inside the Union,
as it is tackling an avalanche of false information about the coronavirus pandemic, with the aim of undermining the bloc and its members26.
President Trump, for his part, has contributed by raving on social media.
Furthermore, COVID-19 has been exploited by the propaganda of violent
extremist groups, for example by far-right and jihadist ones for incitement and
recruitment27.
Also, the use of aid as an instrument of foreign policy is not new28. It has
been clearly visible in the last 5 years29, and in the COVID-19 pandemic has
been utilized, being emphasized.
China, the first to face the virus and its impact, has initially taken the
opportunity to use its soft power to show the world its astonishing responsive23

See for instance J.P. Horsley, Let’s end the COVID-19 blame game: Reconsidering China’s role
in the pandemic, Brookings, August 19 2020 https://www.brookings.edu/blog/order-from-chaos/2020/08/19/lets-end-the-covid-19-blame-game-reconsidering-chinas-role-in-the-pandemic.
24
M. Spring, M. Wendling, How COVID-19 myths are merging with the QAnon conspiracy theory,
BBC news, September 2 2020, https://www.bbc.com/news/blogs-trending-53997203?wp-linkindex=4&utm_campaign=Disinformation_Newsletter_15_Sep_2020_sign-ups&utm_content=bbc-monitoring.co.uk&utm_medium=email&utm_source=BBC_Monitoring.
25
See European Parliament resolution of 23 November 2016 on EU strategic communication
to counteract propaganda against it by third parties https://www.europarl.europa.eu/doceo/
document/TA-8-2016-0441_EN.html.
26
J. Rankin, EU says China behind ‘huge wave’ of COVID-19 disinformation, the Guardian,
June 10 2020, https://www.theguardian.com/world/2020/jun/10/eu-says-china-behind-hugewave-covid-19-disinformation-campaign.
27
See as an instance I. di Carlo, In chaos, they thrive: The resurgence of extremist and terrorist groups during the COVID-19 pandemic, European Policy Centre, May 5 2020 https://
www.epc.eu/en/publications/In-chaos-they-thrive-The-resurgence-of-extremist-and-terroristgroup~32c800.
28
H. Milner, D.H. Tingley, Introduction to the Geopolitics of Foreign Aid, In Geopolitics of
Foreign Aid, Harvard University, 2013 https://scholar.harvard.edu/dtingley/publications/introduction-geopolitics-foreign-aid.
29
M. Igoe, How geopolitics shaped global development in 2019, Devex, December 23 2019,
https://www.devex.com/news/how-geopolitics-shaped-global-development-in-2019-96253.
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ness30, building hospitals at the speed that camping tents are erected. Then,
with the prepared soil, the virus in global spread and in line with its ambitions
and modus operandi, the dragon has tried to champion itself as the force
leading the international fight against COVID-19, trying to occupy the void
left by an isolationist US. Besides, it has lent a hand to many countries in desperate need of assistance, in the form of tons of medical supplies, to be later
repaid in the currency of influence – a sort of “Aid-trap diplomacy” along the
lines of the already alerted “Debt-trap diplomacy”31.
In this regard, the Italian case is interesting and in a recent article published by The Diplomat, Theresa Fallon reports that
In a recent telephone call with Italy’s Prime Minister Giuseppe Conte, China’s Xi Jinping seized the moment and proposed launching a new” Health
Silk Road, “to go together with the existing Belt and Road Initiative32.

Russia too has ridden the situation, sending medical supplies through military aircrafts and vehicles to its (real and perceived) sphere of influence,
flexing muscles as a showcase of strengths directed to both internal and foreign audiences, and serving its historical fear and superpower demands and
ambitions33.
Non-State actors have also understand and seized the opportunity to advance their particular interests and influence, for instance
Hezbollah converted over a dozen private medical facilities into COVID-19
response centres, activated 70 ambulances equipped with coveted ventilators
in the southern area alone, built two testing centres and marshalled 25,000
volunteers nationwide. The response was presented as complementary to that
of the Ministry of Health – a key office held by Hezbollah34.

Eventually, that of vaccines is a race against time for global health; it is
also one against competitors to win an outstanding edge.
30

S. Williams, Coronavirus: How can China build a hospital so quickly?, BBC news, January
31 2020 https://www.bbc.com/news/world-asia-china-51245156.
31
B. Chellaney, China’s Debt-Trap Diplomacy, Project Syndicate, January 23 2017 https://
www.project-syndicate.org/commentary/china-one-belt-one-road-loans-debt-by-brahma-chellaney-2017-01?barrier=accesspaylog.
32
T. Fallon, China, Italy, and Coronavirus: Geopolitics and Propaganda, the Diplomat, March
20 2020 https://thediplomat.com/2020/03/china-italy-and-coronavirus-geopolitics-and-propaganda.
33
M. Allevato, E. Buzzetti, La strategia dietro gli aiuti di Russia e Cina all’Italia nella lotta al
coronavirus, Agenzia Italia, March 25 2020 https://www.agi.it/estero/news/2020-03-25/coronavirus-strategia-aiuti-russia-cina-7849284.
34
F. Marsi, Lebanon: Hezbollah’s Attempt to Regain Trust Amidst the Pandemic, ISPI, May
7 2020 https://www.ispionline.it/en/pubblicazione/lebanon-hezbollahs-attempt-regain-trustamidst-pandemic-25984.
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As of October 14, 2020, there are 11 vaccines in large-scale efficacy tests (1
mixed, 4 Americans, 4 Chinese, 1 Russian and 1 Australian), and 6 approved
for early or limited use (4 Chinese and 2 Russians)35.
While the vaccine should be a global common and the international cooperative effort to produce and make it available for all remains too timid,
its competitive development risks dangerous hasty trials and interferences.
Moreover, its strategic use – through the decision of whether, when, how and
to who selling, also setting the price in economic and political coins – may
escalate geopolitical tensions to worrying levels36.
Substantiating what has just been stated: Putin has lauded the approval of
a second vaccine on October 14, 2020 rising doubts about the orthodoxy of
the trial process37; attacks against organisations working on COVID-19 vaccines have already happened, for example the UK National Cyber Security
Centre (NCSC) has accused Russian intelligence of targeting through cyber-attacks organisations trying to develop a vaccine in the UK, US and Canada38; it is reported that “Top Chinese officials and drug makers are already
wielding the vaccine as a tool of diplomacy, promising first access to countries
of strategic interest”39.

5. Conclusion
Despite the many calls on international cooperation and even union
in the fight against COVID-19, in line with outlined contemporary trends
which the pandemic has (at a minimum) highlighted, global fragmentation,
fragility, competition and even conflict emerge. They are noticeable in the
discussed cases of geopolitics of information, aid and vaccines, that are meaningful in the global (health) crisis and hybrid conflict.
35

J. Corum, S. Wee, C. Zimmer, Coronavirus Vaccine Tracker, the New York Times, visited on October 14 2020 https://www.nytimes.com/interactive/2020/science/coronavirus-vaccine-tracker.html.
36
E. Ralph, What Happens If China Gets the COVID-19 Vaccine First?, Politico magazine,
August 31 2020 https://www.politico.com/news/magazine/2020/08/31/china-covid-19-vaccinefirst-401636.
37
S. Neuman, Putin Announces Approval Of A 2nd Unproven Coronavirus Vaccine, npr, October 14 2020, https://www.npr.org/sections/coronavirus-live-updates/2020/10/14/923785152/russias-putin-announces-approval-of-a-second-unproven-coronavirus-vaccine?t=1602750730056.
38
C. Fox, L. Kelion, Coronavirus: Russian spies target COVID-19 vaccine research, BBC news,
July 16 2020 https://www.bbc.com/news/technology-53429506.
39
E. Ralph, What Happens If China Gets the COVID-19 Vaccine First?, 2020 in C. Deng,
China Seeks to Use Access to COVID-19 Vaccines for Diplomacy, The Wall Street Journal,
August 17 2020 https://www.wsj.com/articles/china-seeks-to-use-access-to-covid-19-vaccinesfor-diplomacy-11597690215.
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Further upstream, COVID-19 and hybrid conflicts get intelligible and
find a synthesis in today’s networked, diverse and non-linear world. A reality
we still have to understand and learn to interact with, developing interpretative skills and new management strategies that will allow us to better face
evolving risks and threats – and, indeed, address crisis as well as “the more
probable highly improbable”.
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